cloud computing

bts >> VIRCL 0<

VIRCL Project Documentation

Server Virtualization Systems

Technical report for virtualization systems

DG ) vmware
A ' ESXi

PROXMOX

ESXi hosts, vCenter, HA/DRS PVE hosts, GUI/CLI workflows, CLOIF2 NAS / Unraid using NFS
cluster results migration and backup results and iSCSI
Project title Server Virtualization Systems
Team members Andrea Girotto and Guilherme Videira Marques
Specialisation Clustering
Hypervisors VMware ESXi with vCenter and Proxmox VE
Servers HP13, HP14, HP15, HP16
Storage backend Unraid using NFS and iSCSI
Date June 2026

Prepared by Andrea Girotto - Guilherme Videira Marques



c(lc?ult'jscu;;:ting VIRCL 0<

Table of Contents

TABLE OFf CONTENTS ettt et et et et e et e e s ena e e aaeeenas 2
L] o1 E=N o) B T (U1 £ T PP PRPPRIN 6
PrOJECT ENVIFONMENT . cee ettt et ettt e et et et et ean e eaneenaeeneeenneanenanennenneenneennns 9
O o 1Y o o1 AV Es Lo e [ o] (o) Y/ g 4 =1 o | ST PPN 10
(070] aTe =] o) SN PP PP PRPRPPRR 10
VMWATE ESXi (F VO BNEEI) ittt et ettt e e et et et et et et saaa st stssnsanssnsnasnasnasnesnasnns 10
ProXMOX VE ..o ettt e e s et e et etaae e e b e ena s enaaees 11
(070] 2 0] o F= [ 110 ] o IR R 11
IMpPediments / leSSONS LEAINEMA .. ...ttt e ee et et et e e et s enaeeeneennean 12
Implementation walkthrough SCreeNSNOTS ..cuuieiiniiii e e e eaees 12
2. VM Creation VIa GUI c...couueiiiiiii ettt e et a e ra e 18
(070] g o1=T o) PR 18
A A Tl =Y G YL OF=T o | (=T o RN 18
ProXMOX VE ...ttt ettt s et e et eeaae e era e enae s enaaeas 18
(070] 2 2] o T= [ £=To] o IR 18
IMpPediments / leSSONS LEAINEMA .. ...ttt e ee et e e et e e et enaeeeneenneen 19
Implementation walkthrough SCreeNSNOTS ...uuiiiiieiiiii e e e eaees 19
3.VMcereation via CLI.......iiiiiiiiiiiiiiiii s 24
(070] g o] =Y o SRR 24
VMWATE ESXi (F VO BNTEI) 1ttt ettt e et et ettt et et et eaane et et eanssnssnsnsnnenesnasnnenns 24
ProxXMOX VE ..ooeiiiiiii et e et e e e er e aa e raaa s 24
(076] 20] o T= [ 1101 4 IS ORI 25
IMPediments / leSSONS LEAINEM ....vuiiniiiiii ettt ettt et eaeneeaeneeanennennennsnnannnn 25
Implementation walkthrough SCreeNShOTS .....iuuiinii e e e e 26
4. GUEST OSINSTAIATION ...eiiiiiiiiiie ittt ettt e et e e e e e eaa e 29
(070] g o1=T o) SRR 29
VMWATE ESXi (F VO BNTET) etuetiiiiiiiiiieii ittt ettt ettt et ea et ean et eanenesananasanessasnasssnsssssanssnsenssnnenns 29
ProXMOX VE ..oiiiiiiii et e e s et ettt er e na e naaa s 29
(070] 2.0] o T= [ 1101 o IRS TP 30
IMPediments / lESSONS LEAINEM ....uuiiiiiiiiiiie ettt eee et et et eaeaeneananeansnnennannnn 30
Implementation walkthrough SCreeNShOTS .....iueiiiiiiii et et e e e e e e 31
5. VM reSoUrCe reCONTIBUIATION ...uiuniuiiiie ettt ee et et et et eae e eneneennanansensennansnnanssnnennan 33
(070] g o1=T o) SRR 33

Andrea Girotto | Guilherme Videira Marques | 2 Team 4 - VIRCL



c(lc?ult'jscu;;:ting VIRCL 0<

VMWAre ESXi (H VOENTET) ettt ettt et et et et et et e et e et s en e eneeeneeanennenaaennaennnen 33
ProxXmMOX VE ...ooeeii e e 33
COMIPATISON 1.ttt ettt et et ettt et e et et et et eaa e eaa e taa e eneaneensaanaaneeeneeaneeennesneeneenneenneeneennennns 33
IMPediments / l€SSONS LEAINEA ....iuiiiiii e e e et e e e e e e et e et e eaateneanananaanns 34
Implementation walkthrough SCreenShOtS ......cuuiiiiinii e 34
B. CLlONING @ VM ittt ettt et et et e et e et e et e et et e e e e et et et et ar et et aaeareannaen 42
(070] aTe =] o) SN PP PP PRPRPPRR 42
VMWATE ESXi (F VO BNEEI) ittt et ettt e e et et et et et et saaa st stssnsanssnsnasnasnasnesnasnns 42
ProxXmMOX VE ...ooeeii e e e 42
COMIPATISON 1.ttt ettt ettt et ettt e et e eae et et et eaa e eaa e tanetuaetnetasasnsenntnnsaunesnesaeensennsenneenneensennns 42
IMPediments / l€SSONS LEAINEMA ....onieii ettt e e e e et e e e e et s e ae e eneaenasnanaananan 43
Implementation walkthrough SCreenShOtS ......cueiiiiii e e e eaees 43
T EXPOIIING @ VM L.ttt ettt et et et ea e ea e ea e eneaaaaneneaenan et ananananannans 49
(070] aTe <] o) SN RIS TP PSP RPPRPRPPRN 49
A A T =Y G YL OF=T o | (=T o RN 49
ProXMOX VE ...ttt ettt s et e et eeaae e era e enae s enaaeas 49
(070] 2 2] o T= [ £=To] o IR 50
IMpPediments / leSSONS LEAINEMA .. ...ttt e ee et e e et e e et enaeeeneenneen 50
Implementation walkthrough SCreeNSNOTS ...uuiiiiieiiiii e e e eaees 51
8. Hypervisor CoNfiguration DACKUD ... ... iu it e e e e e e et et eaeeneea et anannenaannan 55
(070] g o] =Y o SRR 55
VMWATE ESXi (F VO BNTEI) 1ttt ettt e et et ettt et et et eaane et et eanssnssnsnsnnenesnasnnenns 55
ProxXmMOX VE ...ooeiiiiiii e e et e e e a e n e naaa s 55
(070] 001 o X T 110 o [P RTRPRRN 56
IMPediments / lESSONS LEAINED ....uuiiiiiiiiiiiie ettt et et et et eae et et et eseseansasansnnsnnsnnnn 56
Implementation walkthrough SCreeNSNOTS ..uuiniiiiiii e e e e 56
S Y\ o T-Tod (U o J PP TPPPPPPRN 58
[076] g e7=T o] SR PRSP P PR PR 58
VMWATE ESXi (F VO BNTEI) 1ttt ettt et et et et et et et ea et ann et annsnnsanesnsnsnasnesnasnnenns 58
ProxXMOX VE ..o et et e e e e e r e na e naaa s 58
(070] 2.0] o T= [ 1101 o IRS TP 59
IMPediments / lESSONS LEAINEM ....vuiiiiiiiiiiiie ettt ettt et et et eaeaesneananneanannsnnannnn 59
Implementation walkthrough SCreeNShOTS .....iueiiiiiiii et et e e e e e e 60
O F=] o 1] g o1 £ TP RO PPP PP PPPPPPPRPRt 65

Andrea Girotto | Guilherme Videira Marques | 3 Team 4 - VIRCL



c(lc?ult'jscu;;:ting VIRCL 0<

(070] aTe ] o) SO PP PP PRPRPPRR 65
VMWATE ESXi (F VO BNEEI) ittt ettt ettt e et et et ete et et et sa et asnsssanssnsnasnesnesnasnasnns 65
ProXMOX VE ..ottt et e e s et e et etaae e et e ena s enaaees 65
(070] 2 0] o F= [ 1101 o IR PP 66
IMpediments / leSSONS LEAINEMA .. ... ittt et et ete ettt e et eaa e eeaeeneeen 66
Implementation walkthrough SCreeNSNOTS ...cuieiieii e e e 66
L R =T 00T o] B2 (= PP PRt 70
[070] g o1=T o) TP 70
VMWATE ESXi (F VO BNEEI) 1nttniiiiiiiiiie ettt et ettt e e et et et et et et et sa et sssssanssnsnasnesnesnasnannns 70
ProXMOX VE ...ttt et e et s et e e et etaae e et e enae s enaaeas 70
(070] 2 2] o T= [ £=To] o IR 71
IMpPediments / leSSONS LEAINEMA .. ...ttt e e e et e et et e ee et enaeeeneennen 71
Implementation walkthrough SCreeNSNOTS ..cuuieiiniiii e e e eaees 72
T 2. REMOTE STOMAEE v eeuetieeie ittt ettt ettt ettt et te et e et e et et et eta s et eenneanesaun et esaesnennetnneaneensannns 76
(070] g o1=T o) PR 76
ProtOCOLAECISION . ...uiiiiiiii ittt et e b et et e e b e eaa e enaae e 76
A A T =Y G YL OF=T o | (=T o RN 76
ProXMOX VE ...ttt e et s et e et e eaae s et e ena s enaaees 77
(070] 001 o X T 110 o [P RTRPRRN 78
IMPediments / lESSONS LEAINET ....uuiiiiiiii ettt e et et et eae et et et eseaneansneennsnnsnnsnnnn 78
Implementation walkthrough SCreeNSNOTS ...uuiiiiiiiii e ee e eaees 79
LRSI YR (ol - = (o N a g 1= (=14 o] o TSRO PTPRPPPPRRt 83
(070] g o] =Y o (SRR 83
N N N =S ) R VL =1 5 L1 o PN 83
ProXmMOX VE ..eoiiiiiiiiiiii e et 83
(070] 001 o X T 110 o [P RRTRPRRN 83
IMPediments / lESSONS LEAINET ....uuiiniiiiiiiii et e ettt eteeae et et eaesneasansneeansnnsnnsnnnn 84
Implementation walkthrough SCreeNSNOTS ..cuuiviiiiiiii e e e e eaas 84
T4. LIVe hyPeIrVISOr MIGIatioN ...c.uiuniiuiieetieeieeietie et ete et e et e ettt et etnsetneenneaunsanesnsesnsesnssnnsenneennesnsannns 88
[076] g Te7=T o] SR PRSP P PP PRPP 88
VMWATE ESXi (F VO BNTEI) ittt e et et et et et et et ea et aae et ansansanssnsneenasnasnasnnenns 88
PrOXIMOX VE ..ttt et et et et e e e e ea e et e et e en e eneaneanenaaennnen 88
(070] 2.0 o T= [ 1101 o IPS TR 89
IMPediments / lESSONS LEAINEM ....vuiiniiiiiiiie ettt ettt et e eaeea et eaeneanaanaanennennannnn 89

Andrea Girotto | Guilherme Videira Marques | 4 Team 4 - VIRCL



bts >> VIRCL 0<

cloud computing

Implementation walkthrough SCreenShOtS ......cueiiiiiiii e 90
15, USEIS AN PEIMISSIONS ..uiiniiiiiiiieit it ieeie i ee e ettt ete e eteaetetaenesanetetasaetsnasasnssasnesesnssesnsnssnsnssnsnesesnnn 94
(070] aTe ] o) SR PP PR PRPRPPRR 94
VMWATE ESXi (F VO BNEEI) ittt ettt ettt et e et et et et et easa et ssssnsanssnsnasnesnesnasnasnns 94
PrOXIMOX VE ..ttt ettt et et et et et et e ea e ene e eaeeneeneaneenaennnn 94
(070] 2 0] o F= [ 1101 o IR PR 95
IMpediments / leSSONS LEAINEA .. ... ittt et e e et e e e eaa e eeaeeneeen 95
Implementation walkthrough SCreeNSNOTS ...uuieiin i e e e 95
16, HYPEIVISOIr PATCIING «eneeiiiiiiii ettt ettt et et et e et et eneaeeneeaaneennenennanennannenns 99
(070] aTe <] o) SN RN PRSP RSP R PRPRPPRR 99
A A T =) G YL OF=T o | (=T o NN 99
PrOXMOX VE ...ttt ettt s et e e et eeaae e et e enae s enaaeas 99
(070] 2 9] o T= [ £-To] o IP RO 100
IMpPediments / leSSONS LEAINEMA ...c.. ittt et et et et e ea e en et e e eeneennns 100
Implementation walkthrough SCreeNSNOTS ...cuiviiiiiiii e e e e 101
17. SPECialiSatioN: CLUSTEIING ..cvunienii ittt ettt ettt et et e et e et etnneeuetneetneenneenneeneeannesneannsennsennnes 104
REQUITEMENT COVEIAZE . tuitniinii ittt ettt ettt ettt ettt ettt et eaeae et eaneneeaneneennaneennanennennennens 104
ArCHITECTUIE AECISION .uiiiiiiiii ittt et e e b et e et e eaae e e e eenaes 105
IMPLlEMENTATION SUMIMIAIY ..ttt ettt ettt ettt ettt et eneeaneseeanennsnnsnnennsnesnnsnssnnensennens 105
R LClel Gl A oF=] Melol g Lol=Y o | S PR PR 105
Implementation in VMWare ESXi (£ VCENTEI) ..uiuuiie ittt ettt e e e e e eeeae et e saeeaeeaaeaneeanaannns 106
IMplementation iN ProXmMOX VE ... ...t et e et et et et et et eaea et eaannennannannans 107
DO'S @NA DON'S «.iiuiiiiiiiii i e r e e e e a e e e aaas 107
Implementation walkthrough SCreeNSNOTS ...cuiviiiniiiii e e e e 108
Personal CONCIUSION ........uuiiiiiiiiiiiiiii et e e e 114
(TN O PO OO PO PPPRPTPTPPIRN 114
L T | T PP 114
101 (o= T PP OPT PP PPN 116
(€1 oS- VPR 117

Andrea Girotto | Guilherme Videira Marques | 5 Team 4 - VIRCL



c(loJult'jscu;;Jting VIRCL 0<

Table of Figure

Figure 1 - HP14 Proxmox host summary showing CPU, RAM, kernel, manager version, and storage

LI E T =N 12
Figure 2 - HP16 Proxmox host summary showing the same physical hardware class as HP14. ............. 13
Figure 3 - VCSA STage 2 COMPLETE. ceuuiiiiii ettt ettt et et et e et et et e e et e eaaeeneeeaneeneenennne 13
Figure 4 - BOth NOSTS IN CLUSTEI ceuiiiiiiiiei ettt et ettt et eaeeaeneneneaneneenannanns 14
Figure 5 - Management Network CONfIgUIratioN .......o.. i e e e eaee 14
Figure 6 - ProXmoX Web UL LOZIN .....euniiiiieie ettt et et et e et et et et et e eea e ee e eaeeneenaennne 15
Figure 7 - FINALLVM-TIIN LST.ucnniii ettt et e e et e et e e reaeees 15
FISUIE 8 = DISK PICKET ettt ettt et et et et e et e et e ea e e e e e e enaeeneeenneeneenennns 15
Figure O - ESXi HOSt CLIeNt firST LOZIN ..cuneeniieiei e ettt e e e e eenne 16
Figure 10 - TCP/IP edit - final values DEfOre SAVE ......ccuuiiiiiiiiiii ittt e e e e ea e ea e aanas 16
Figure 11 - Datastores result - " HP15-datastore2”™ created .....ccveeuveinieiiiiiiiiiiiiiie e eeeeeaee 17
Figure 12 - Windows 10 client VM running successfully in the vCenter console.........cccccuvviviiineinnennennns 19
Figure 13 - vCenter New Virtual Machine summary for the HP13 Windows 10 VM. ....ccciviiiiiiniiinennnennns 20
Figure 14 - TinyCore Linux VM booted successfully in the Proxmox noVNC console. ........ccceeuveeneennennn. 21
Figure 15 - "VM 100" SUMIMAIY = FUNNINE «etuttiniiieiieetie et eteei et etneetneetneesnsanessnsssnesssssssssssrnseenseensannns 21
Figure 16 - "VM 100" summary - stopped, JuST Created ......ciiuiiiiiiiiiiiiieie e e v ee e eaees 22
Figure 17 - Create VM wizard - Disks tab, "vmdata™ selected ......ccceeuuiiiiiiiiiiiiiiiiii e 22
Figure 18 - Create VM wizard - Confirm tab, final CoONfig......ciiuiiiiiiiiiiii e 23
Figure 19 - Installed Linux guest OS booted successfully fromthe VM disk. .....ccceeuiiiiiiiiiiiiiiiiininnanns. 26
Figure 20 - Linux installer running inside VM 101" through the Proxmox noVNC console. ................... 26
Figure 21 - Proxmox “VM 101" created with the Linux guest profile before OS installation.................... 27
Figure 22 - PowerCLI output confirming creation of the ESXi CLIVM.....c.iiiiiiiiiiiiiiiiiieiireeee e 27
Figure 23 - PowerCLI session connected to vCenter for CLI-based VM creation.......cccceuevvveiiineinnennnennns 27
Figure 24 - CLI-created VM visible in the VCeNter iNVENTOIY. c....ivuiiii it e e e eanas 28
Figure 25 - Installed Linux guest OS booted successfully from the VM disk. .....ccceevviiiiiiiiiiiiiiiineinnennns 31
Figure 26 - Linux installer running inside VM 101" through the Proxmox noVNC console. .......c....c........ 31
Figure 27 - Proxmox “VM 101" created with the Linux guest profile before OS installation.................... 32
Figure 28 - ESXi VM resource baseline before CPU, memory, disk, and network changes. ..........c......... 34
Figure 29 - ESXi VM hardware after CPU, memory, disk, and network reconfiguration. ............cccecuuennis 35
Figure 30 - Guest OS verification of updated CPU and RAM ValUES. ....cuuiuiiiiiiiiiiiiiiiceee e 36
Figure 31 - Guest OS verification of the added Virtual diSK........ccuiuiiiiiiiiiiiiiiie e eans 37
Figure 32 - ESXi VM settings after temporary test resources were cleaned Up. ....ceueeevviviiiniiineninennnennns 38
Figure 33 - Proxmox “VM 101" booted successfully after resource changes......ccccceevviuiiiiiiiiiniieennenanns 39
Figure 34 - Proxmox “VM 101" after adding a disk and second network adapter. .......c.cceevveeviiiinnennnannns 39
Figure 35 - Linux guest verification after restoring the original resource profile.......ccccoviuviiiiiiiinninninnanns 40
Figure 36 - Linux guest OS detecting both ProxmoX VirtUal NICS. ......ceuviiiiiiiiiiiiiiriiie et eeeeeeennes 40
Figure 37 - Proxmox “VM 101" baseline hardware before resource changes. .......ccocveviveiieiiiieeinennnennns 40
Figure 38 - Proxmox “VM 101" hardware after cleanup and restoration.........ccceeeeevnveiriiiiineeineinennnennns 41
Figure 39 - ESXi source VM powered off before ClONING. ....c..vieiiiiiiiiiieii et ee e eaaee 43
Figure 40 - vCenter clone wizard summary before creating the ESXi clone......c.oeuveviiiiiiiiiiiiiiniininenenns 44
Figure 41 - vCenter clone task completed SUCCESSTULLY. ..vuuiiiniiiiiiiiiiei et eeeee 44
Figure 42 - Source VM and cloned VM visible in the vCenter inVeNtory. .....c.viveeeiiriiriiniieeeieee e enenns 45
Figure 43 - Cloned ESXi VM booted successfully after CLONING. ...eueieiiiiiiiiii e 46

Andrea Girotto | Guilherme Videira Marques | 6 Team 4 - VIRCL



c(loJult'jscu;;Jting VIRCL 0<

Figure 44 - Proxmox full-clone dialog for "VM 10T . ...ttt e eta e e e e e 47
Figure 45 - Proxmox source VM stopped before clone Creation. ... eiiiiiiiiiiiniee e 47
Figure 46 - Proxmox clone task completed SUCCESSTULLY. ceuuiuniuieiiiii e e 48
Figure 47 - Proxmox cloned “VM 102" hardware visible after cloning. ......c...cccoveiiiiiiiiiiiiiiiiiiiniiineiie, 48
Figure 48 - ESXi source VM powered off DEfOre @Xport. ...t eveee e ennes 51
Figure 49 - vCenter export dialog configured forthe ESXi VM. ..o e 52
Figure 50 - Downloaded ESXi OVF export files onthe local machine.........c.cooiiiiiiiiiiiiiiiiiieeeeanee 52
Figure 51 - Proxmox backup dialog used to export "VM T02 . ..ot eeis e eaeennes 53
Figure 52 - Proxmox export backup task completed suCCesSTULlY. ....cuuriiniiiiiiiiiiiiiiieic e 53
Figure 53 - Exported Proxmox backup archive visible in Storage. .......ceuieiiiiiiiiiiiie e 54
Figure 54 - Proxmox “VM 102" stopped Before EXPpOrt. ... iuiiiiiriiieiiieie et eve e e eeneneenneennes 54
Figure 55 - HP13 ESXi configuration backup command and generated download URL. ...........cc........... 56
Figure 56 - HP13 ESXi configuration backup bundle downloaded. ..........cooueiiiiiiiiiiiiiiiieeieeie e eeeeanes 57
Figure 57 - HP15 ESXi configuration backup command and generated download URL. ............cc..c........ 57
Figure 58 - HP15 ESXi configuration backup bundle downloaded. ........c.ccouiiiiiiiiiiiiiiiiiii e 57
Figure 59 - Extracted ESXi configuration backup bundle CONteNtS. .....coeviiiiiiiiiiiiiiie e 57
Figure 60 - ESXi source VM powered off before VM backup/exXport. ......coveeiiiiiiieiiiiiiieiieeeeeeeeeeeeenee 60
Figure 61 - vCenter export dialog used for the ESXi VM backup. ...ccccevuiiiiiiiiiiiiiiiie e 61
Figure 62 - Downloaded ESXi VM Dackup fileS. c.uuuiiuiiiiiiiiiiie ettt e e e e e v e v e ean e aanes 61
Figure 63 - ESXi VM restore/deploy task completed successTully. ... c.veunieniiiiiiiiiiiiiiiiiieec e 62
Figure 64 - Restored ESXi VM visible in the VCeNnter iNVENTOIY. .....viuviiiiiiiie e eveevieeaees 62
Figure 65 - Restored ESXi VM booted SUCCESSTULLY. ..ivuiieiiiiiiiiie ittt e e ev e ea e eanas 63
Figure 66 - Proxmox VM backup archive visible before reStore. .....ooeuveuiiiiiiiiiiiiiie e 63
Figure 67 - Proxmox restore dialog configured fornew "VM 1127 . i 64
Figure 68 - Restored Proxmox “VM 1127 visible after reStore. c.ouue i e eans 64
Figure 69 - vCenter snapshot creation task completed suCCesSTULLY. ...iuviuiiiiiiiiiiiiiiiie s 66
Figure 70 - ESXi snapshot visible in SNapshot Manager. .......couiiuiiiiiiiii e e 67
Figure 71 - Test marker file created inside the guest after Snapshot. .....cciuiiiiiiiiiiiiiiii s 67
Figure 72 - vCenter snapshot revert task completed SUCCESSTULLY. ...ivuiiiniiiiiiiiiiieiie e 67
Figure 73 - Guest marker file removed after reverting the ESXi snapshot........ccoevviiiiiiiiiiiiiinineennns 68
Figure 74 - ESXi Snapshot Manager clean after snapshot deletion........cccuviuiiiiiiiiiiiiiiniiir e 68
Figure 75 - Proxmox snapshot created and listed for VM 102 ....ciniiniiiiiiiiiie e e eanas 68
Figure 76 - Test marker created inside the Proxmox guest after snapshot. ......c.eeuveviiiiiiiiiiiininininenns 69
Figure 77 - Guest marker removed after Proxmox snapshot rollback. .........ccceeueiiiiiiiiiiiiniiniineeeeenns 69
Figure 78 - ESXi VM template visible in the VCeNnter iNVENTOIY. .....ciuv i eeeeaeas 72
Figure 79 - vCenter deployment from template completed successfully. .....cevvuveiiiiiiiiiiiiiiieiineinnennns 72
Figure 80 - VM deployed from ESXi template visible in INVENTOIY. ...ccuuiiiiiiiiiiiiiiiiiiie et eeeeenee 73
Figure 81 - VM deployed from ESXi template booted with hostname and IP. .......ccoiiiiiiiiiiiiiinns 73
Figure 82 - Proxmox template clone dialog fornew "VM 111 L ot enaee 74
Figure 83 - Proxmox menu option used to convert "VM 110" into atemplate. ....ccceoveviiiiiiiiiiniiinennnennns 74
Figure 84 - Proxmox template icon confirming "VM 110" became atemplate......cccccceeeviiniiinniinnennnennns 74
Figure 85 - Proxmox “VM 111" created successfully from template. ....c.ooeuviniiiiiiiiiiiiiiiiiiiiiireieeieennns 75
Figure 86 - CLOIF2 NFS datastore visible 10 both ESXi hOStS. ciuuiuiiiiiiiiiiii e 79
Figure 87 - ESXi NFS write test proving datastore @CCeSS. «iuuiiuiiuiiiiiiiiiiiiiii et eieei et et et ernaennns 79
Figure 88 - iISCSI LUN visible from the ESXi storage adapter. ......veiveiniiiiiiiiiieiiie et eeeenaes 79
Figure 89 - ESXi iSCS| datastore created SUCCESSTULLY. iuuiuniiiiiiiiiiiii e e e e eaee 80

Andrea Girotto | Guilherme Videira Marques | 7 Team 4 - VIRCL



c(loJult'jscu;;Jting VIRCL 0<

Figure 90 - Final Proxmox storage list with iSCSl and LVM entries. ....couveuiiiiiiiiiiiiiiie e 80
Figure 91 - Proxmox iSCSI storage visible after configuration. .......ccceeveiiiiiiiiiiiiniir e 81
Figure 92 - CLOIF2 NFS storage ViSible iN PrOXMOX. ..cuuiuriuiiiiineie it eeie et etieeteeineenneenenneennaannns 81
Figure 93 - Unraid NFS share settings used for ProXmMOX @CCESS. . cuuuiuuiiiiiiiiiiiiieeie e e et e eeneennee 82
Figure 94 - ESXi VM running before live storage migration. ......ocuveiveiieinieineie et eieeieeieeinenieenneennns 84
Figure 95 - ESXi storage migration task completed successfully. .....c.oveuiiiiiiiiiiiiiiiiiii e 84
Figure 96 - ESXi VM summary confirming the new datastore after migration. ...........ccoceiiiiiiiiiinennennss 85
Figure 97 - Proxmox “VM 111" disk location before storage migration..........cceevveiviiiiiiiiiniiineiinennnennns 85
Figure 98 - Proxmox Move Disk dialog with target storage selected. ........couiiiuiiiiiiiiiiiiiiiiiie e 86
Figure 99 - Proxmox storage migration task completed successfully. ....c.oeuveeiniiiiiiiiiiiiiiiiirreeeeane 86
Figure 100 - Proxmox “VM 111" still running after storage migration. .......ccceevviviiiieiiriiieineiieeieeneennes 87
Figure 101 - ESXi VM running on HP13 before VIMOtIoN. .....cuuieniiiiieie e e 90
Figure 102 - vCenter vMotion task completed SUCCESSTULLY.....uiiuiiiiiiiiiiiii e eveeaees 90
Figure 103 - ESXi VM running on HP15 after VMOtION. c...cuuiii et eeeee 91
Figure 104 - Proxmox cluster view with HP14 and HP16 before the nested node was added. ................ 91
Figure 105 - Proxmox online migration dialog targeting HP16. ...cen i 92
Figure 106 - Proxmox online migration task completed successfully. .......ceeeuiiiiiiiiiiiiiiiiiiiiieeeeeanee 92
Figure 107 - Proxmox “VM 111" running on HP16 after online migration. ......c.cccceeuieiiiiiiiiiiiiiiineinnennns 93
Figure 108 - Shared NFS storage enabled for ProXmoX migration........c.cueveueiiieiieeiieeiieiieeieeeeeneerneennns 93
Figure 109 - vCenter local user created for permission tEStING. «...vvuvieniiiiiiiiiii e eeeeenee 95
Figure 110 - vCenter permission assignment dialog for the teSt USer. .....couuvviiiiiiiiiiiiiiiiiie e 96
Figure 111 - vCenter login test with the restricted VIEWEr USEI. c...ivuiiiniiiiiiiiiieiiie et evieennes 96
Figure 112 - Proxmox test user created for permission validation. ........c.ccoeeiiiiiiiiiiiiirii i ceeeeeenee 97
Figure 113 - Proxmox permission assignment created forthe test user. .....coveuviiiiiiiiiiiiiinireans 97
Figure 114 - Proxmox login test with the restricted VIEWETN USEr.....ccuviiuiiiiiiiiiiiiiii it e eeieennne 97
Figure 115 - Proxmox correctly blocks a write action for the restricted USer. .......ccevuviiniiiiiiiiiiineinnennns 98
Figure 116 - HP13 ESXi version output captured for patching verification. ........ccccceevieiiiiiiiiiiininnennnnn. 101
Figure 117 - HP15 ESXi version output captured for patching verification. ......ccccoeeviiiiiiiiiiiininennenn.. 101
Figure 118 - vSphere Lifecycle Manager compliance result for ESXi patching........ccccovviviiiiiiiiiinnnnnn.n. 102
Figure 119 - Available Proxmox updates shown before patching HP16. .......coiviiiiiiiiiiiiiiiiirieeennen 102
Figure 120 - HP16 Proxmox upgrade completed and requested reboot........ceeuviiiiiiiiiiiiiiiiiiniieeenne, 103
Figure 121 - HP14 Proxmox upgrade completed and requested reboot.......ccveeieiiiiiiiiiiniiiieiieeeanes 103
Figure 122 - Nested ESXi VM running on HP14 Proxmox for the ESXi cluster design. .......c.ccoeevnvvvnnnnee. 108
Figure 123 - vCenter cluster view showing the three ESXi hOStS....c.ciuiiiiiiiiiiiiiiiiiiieee e 108
Figure 124 - vSphere HA enabled on the ESXi CLUSTEI. ...ivuniiiiiiiiiiii e e e 109
Figure 125 - vSphere DRS configured in fully automated mode. ......cciuiiiiiiiiiiiiieee e 109
Figure 126 - Shared datastores visible in the ESXi ClUSTEr. .....iuiiiiiiiiiii e, 109
Figure 127 - Nested Proxmox installer summary with hostname, IP address, gateway, and DNS settings.
...................................................................................................................................................... 110
Figure 128 - Proxmox Datacenter tree showing HP14, HP16, and pve-nested in cluster "vircl-team4".
...................................................................................................................................................... 110
Figure 129 - Proxmox “VM 100" hardware showing local disk and ISO before migration cleanup........ 111
Figure 130 - Proxmox migration warning caused by attached local CD/DVD media. .....ccccceevviuninnennenne. 111
Figure 131 - Proxmox storage list showing CLOIF2 iSCSI, LVM, and NFS entries......c..cccceieiuiiiinnennnnns 111
Figure 132 - Proxmox cluster storage view showing shared NFS enabled across nodes.........c...c......... 112
Figure 133 - Proxmox online migration dialog after local CD/DVD media was removed.........c...cc.c....... 112

Andrea Girotto | Guilherme Videira Marques | 8 Team 4 - VIRCL



cgutt;scoi;ltin g VIRCL 0<

Figure 134 - Proxmox HA page showing quorum OK before adding the HA resource. ........ccccceueeeneenn.e. 112
Figure 135 - Proxmox dialog for adding "VM 100" as an HA-managed reSOUICe. .......cceevuevurennrenneennnns 113
Figure 136 - Proxmox HA status showing "VM 100" as a started HA reSOUrCe. ......ccevvvvinrevneinnnennnennnn. 113
Figure 137 - Proxmox HA status with HP16 as active manager and "VM 100" still protected............... 113

Project environment

ESXi physical

host HP13 VMware ESXi + vCenter host 10.0.10.131, vCenter 10.0.10.132
Proxmox HP14 Proxmox VE 10.0.10.141

physical host

ESXi physical HP15  VMware ESXi 16.9.16.151

host

FRESTER HP16 Proxmox VE 10.0.16.161

physical host

Used for shared storage, backups,

Remote storage Unraid NFS and iSCSI . .
and migration steps

Nested ESXi nested on HP14, Proxmox Used to explain three-node

Specialisati .
peciatisation nodes nested on HP13 clustering and quorum

Andrea Girotto | Guilherme Videira Marques | 9 Team 4 - VIRCL



c(loJult'jscu;;Jting VIRCL 0<

1. Hypervisor deployment

This chapter covers the installation and initial configuration of both hypervisors across the project's four
HP servers. Since all physical nodes share the same hardware class, one representative workflow is
documented per platform — HP15 for ESXi, HP13 for vCenter/VCSA, and HP14 for Proxmox VE. Node-
specific notes are included where the outcome differed, such as HP14's post-install network correction
and the storage initialisation steps on HP14 and HP16.

Representative walkthrough screenshots and results in this chapter focus on:

e VMware ESXi installation and post-install configuration, using HP15 as the clean install
example;

e vCenter/VCSA deployment and cluster creation, using the HP13 implementation;

e Proxmox VE installation and post-install configuration, using HP14 as the detailed example.

HP14 and HP16 both report the same physical Proxmox host profile in the supplied dashboard
screenshots: 80 logical CPUs from Intel Xeon Gold 6138 processors, about 62.52 GiB usable RAM,
Proxmox VE 9.2.3, and Linux kernel 7.0.6-2-pve. The nested Proxmox node is intentionally different and
is documented under the clustering specialisation, not as a physical server.

Concept

Type-1 (bare-metal) hypervisors run directly on the server hardware and host multiple guest VMs.
VMware ESXi is a closed-source commercial hypervisor; cluster-level management requires vCenter,
which is licensed separately and deployed as a dedicated appliance (VCSA). Proxmox VE is open-
source with no licence required — it is built on Debian/KVM with LXC container support and includes a
built-in web Ul that handles both single-node and cluster management without an additional
management server. The install target is the same (a bare HP server), but the two installers, licensing
models, network configuration steps, and post-install workflows differ significantly.

VMware ESXi (+ vCenter)

The ESXi installer ISO (~340 MB, VMware-VMvisor-Installer-8.0U2b-23305546.x86\_64.iso) was sourced
from the school NAS at \\\\nas.btslgk.lu and mounted via iLO 5 virtual media - no physical USB drive
was needed. Both HP13 and HP15 booted from the iLO virtual CD-ROM by selecting the one-time boot
menu (F11) at POST. The installer is a text/graphical hybrid driven from the DCUI. The target disk was the
223.54 GiB HPE Smart Array logical volume; the larger 1.09 TiB logical volume was left untouched for
the VMFS datastore.

Network configuration is split across two separate steps: the management IP (/16 subnet mask, static
gateway 10.0.0.1) is set in the DCUI (F2 -> Configure Management Network -> IPv4 Configuration),
while DNS, search domain, and the TCP/IP stack default gateway source are corrected afterwards in the
host web Ul. One important quirk: the DCUI hostname field rejects dots - the short hostname (hp13,
hp15) and the domain name (vircl.local) must be entered in two separate fields. After the first boot, a
VMFS datastore was created on the 1.09 TiB logical volume using the ESXi host client (Storage -> New
Datastore -> VMFS).

HP13 was designated as the vCenter host. The vCenter Server Appliance (VCSA 8.0, VMware-VCSA-all-
8.0U3f-24322831.is0) was deployed in two stages from a Windows workstation. Stage 1 deploys the
appliance VM onto HP13's local VMFS; Stage 2 runs the first-boot configuration wizard inside the
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appliance. The PNID (Primary Network Identifier) was set to the vCenter IP address (10.0.10.132) rather
than a hostname, because Stage 2 runs a DNS reverse-lookup against the PNID and our lab DNS was
not fully populated at that point. After Stage 2 completed, the VIRCL-Cluster was created in vCenter
and both HP13 and HP15 were added to it, enabling DRS (Fully Automated) and HA.

Proxmox VE

The Proxmox VE installer ISO (~1.3 GB, proxmox-ve\_9.1-1.iso) was sourced from the same school NAS
and mounted via iLO 5 virtual media, identical to the ESXi workflow. Proxmox uses a graphical Debian-
based installer with a single FQDN field (unlike ESXi's split hostname/domain fields). The target disk
selection must be done carefully: HPE Smart Array logical volumes appear as /dev/sdX, and the letter
assighments change between the installer environment and the first post-reboot boot - the correct disk
must be identified by size, not by device letter.

The subnet mask must be set to /16 during installation — the installer defaults to /24, which leaves the
node unreachable outside its own /24 segment. The gateway (10.0.0.1) and DNS (10.0.0.62) must also
be entered correctly at this stage.

Post-install steps were identical on both nodes: the enterprise subscription repository was disabled and
replaced with the pve-no-subscription repository, then all pending updates were applied:

apt dist-upgrade

Storage layout: the 223.54 GiB logical volume holds the Proxmox OS (ext4); the 1.09 TiB logical volume
was initialised as an LVM-thin pool (vmdata on HP14, hp16-vmstore on HP16) for VM disk allocation. On
HP14, the larger disk retained a residual VMFS partition from a previous ESXi installation, which blocked
pvcreate until the partition table was wiped with: wipefs -a

Comparison
Install media size ~340 MB ~1.3GB

Text/graphical DCUI; hostname and Graphical Debian-based; single FQDN

Installer styl
nstatier styte domain entered as two separate fields field

Default network /24 - must be changed to /16 for the /24 - must be changed to /16 for the
mask school lab school lab

Sph Client b Ul host; _
Post-install CRIAICLOATIIE D )7 eE Built-in web Ul at port 8006; no
vCenter Server for cluster-level

management additional management server required
management

~10 min for ESXi alone; +60 min for

VCSA deployment and Stage 2

configuration

Time from boot to
usable

~15-20 min including repo switch and
LVM-thin storage setup
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Impediments / lessons learned

Both installers default to /24, but the school lab is /16 - the subnet mask must be set to
255.255.0.0 during installation (or corrected immediately after), otherwise nodes on other
10.0.x.0/24 subnets are unreachable. Discovered on HP14 (Proxmox); applied correctly to HP15
(ESXi) and HP16 (Proxmox) from then on.

ESXi hostname field rejects dots - the installer DCUI splits hostname and domain into two
separate fields. Entering hp13.vircl.local in the hostname field fails silently or is truncated; the
correctinputis hp13in the hostname field and vircl.local in the domain field.

vCenter PNID must resolve in DNS - the Stage 2 configuration wizard validates the PNID
(Primary Network Identifier) with a reverse DNS lookup. Using the vCenter IP address
(10.0.10.132) as the PNID avoids this dependency when lab DNS is not yet fully populated.
Default route source mismatch on HP15 - after switching HP15's management network from
DHCP to static, outbound internet access broke because the default route still carried source
DHCP instead of MANUAL. The fix is to manually re-add the default route: esxcli network ip
route ipv4 add -n 0.0.0.0 -g 10.0.0.1

Proxmox disk device letters shift on first reboot - during installation the OS disk may appear as
/dev/sdc, but after the first reboot the HPE Smart Array re-enumerates the logical volumes and
the letter changes. Always identify the target disk by size, not by /dev/sdX letter.

Residual VMFS on HP14 blocked LVM-thin creation - the 1.09 TiB logical volume on HP14
retained a VMFS partition table from a previous ESXi group. pvcreate refused to initialise the
device until the partition table was cleared with: wipefs -a

Implementation walkthrough screenshots

hp14 (Uptime

{li} CPU usage 0.46% of 80 CPUs

@ 10 delay

= Load average 0.51,0.39.0.31

E=1 RAM usage 30.01% (18.76 GiB of 62.52 GiB) KSM sharing 0B

& { HD space 76.43% (48.96 GiB of 64.05 GiB) & SWAP usage 0.00% (0 B of 8.00 GiB)

CPU(s) 80 x Intel{R) Xeon(R) Gold 6138 CPU @ 2 00GHz (2 Sockets)
Kemel Version Linux 7.0.6-2-pve (2026-05-29T11:08Z)

Boot Mode EFI
Manager Version pve-manager/9 2 3/d0fde103346cf89a

Repository Status Proxmox VE updates ) Non production-ready repository enabled! »

Figure 1- HP14 Proxmox host summary showing CPU, RAM, kernel, manager version, and storage usage.
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CPU usa 0.08% of 80 CPUs
= % " @ 10 delay
== | oad average 0.00,0.00,0.00
=== RAM usage 530% (3.31 GiB of 62 52 GiB)  KSM sharing 0B

& /HD space 235% (5.01 GiB of 213.16 GiB) & SWAP usage N/A

CPU(s) 80 x Intel(R) Xeon(R) Gold 6138 CPU @ 2.00GHz (2 Sockets)

Kemel Version Linux 7.0.6-2-pve (2026-05-29T11:08Z)
Boot Mode EFI

Manager Version pve-manager/9.2_3/d0fde103346cf89a
Repaository Status Proxmox VE updates #) Non production-ready repository enabled!

Figure 2 - HP16 Proxmox host summary showing the same physical hardware class as HP14.

v Network Details

Metwork configuration Assign static IP address
IP version Pva

IP address 10.0.10.132

Subnet mask 16

Host name rcenter.vircllocal
Gateway 10.0.01

DMNS servers 10.0.0.62,10.0.0.1

v vCenter Server Details

Time synchronization mode Synchronize time with the ESXi host

SSH access Activat

1]

v S50 Details

S50 Details

vsphere.loca
Username administrator

+ Customer Experience Improvement Program

CEIP setiing Opted out

Figure 3 - VCSA Stage 2 complete
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v [ 10.0.10.132
v [Ef VIRCL-DC
" ([ VIRCL-Cluster

= 10.0.10.131
fir 10.0.10.151 (Maintenance Mode)
&% vCSA-hpi3

Figure 4 - Both hosts in cluster

X PROXXMO Proxmox VE Installer

Management Network Configuration

Please verify the displayed network * 1P address (CIDR): Set the main IP address
configuration. You will need a valid network and netmask for your server in CIDR
configuration to access the management notation.

interface after installing.
* Gateway: |P address of your gateway or

After you have finished, press the Next button. firewall.

You will be shown a list of the options that you

chose during the previous steps. * DNS Server: IP address of your DNS server.
Management Interface | @ nic8 - 14:02:ec:67:8e:00 (ixgbe) -

Hostname (FQDN) | hpla.vircl.local
IP Address (CIDR) | 10.0.10.141 / 24

Gateway @ 10.0.10.1

DNS Server | 10.0.10.1|

Pin network interface names Options

Abort Previous Next

[ 3

Figure 5 - Management network configuration
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Proxmox VE Login

User name: roof

Password: ssssssses

Realm: Linux PAM standard authentication

Language: English - English

Save User name:

Figure 6 - Proxmox web Ul login

D Reboot | ¢ Shuldown | |>_ Shell |~ | § BukAcions v | [ZIe0]
2 Reload | Create: Thinpool No thinpool selected = More
Name | Volume Group  Usage Size Used  MetadataUsage  MetadataSize  Metadata Used
pue 0% 139.85 GB 0B 1% 143GB 16.97 MB

vmdata 0% 118TB 0B 0% 12.00 GB 2161 MB

data

vmdata

Figure 7 - Final LVM-Thin list

VMuware ESXi 8.0.2 Installer

192.168.0.15 — To exit full screen, press | Esc |

Select a Disk to Install or Upgrade
(any existing VMFS-3 will be automatically vpgraded to VMFS-5)

* Contains a VMFS partition
# Claimed by VMuare uSAN

Storage Device Capacity

Local:

HPE (naa.b00508b1001c252d705blal9fab4d94c) 1.09 TiB
Renote :

Figure 8 - Disk picker
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Figure 9 - ESXi Host Client first login

vircl.local

Figure 10 - TCP/IP edit - final values before save
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vm ESXi Host Client

o VMFS datastore HP15-

Figure 11 - Datastores result - * HP15-datastore2’ created
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2. VM creation via GUI

Concept

Creating a VM through the graphical interface proves the normal administrator workflow for each
hypervisor. The GUI wizard makes the important VM design choices visible: target host,
datastore/storage, guest OS type, CPU, memory, disk, network adapter, and installation ISO. This
chapter compares how those choices are made in vCenter and in Proxmox VE.

VMware ESXi (+ vCenter)

The VMware side was completed through the vCenter web Ul because HP13 and HP15 were managed
by vCenter. VM win1@-vm-01 was created on HP15 through the vCenter New Virtual Machine wizard. A
Windows 10 Enterprise Evaluation ISO was uploaded to datastore HP15-datastore2. The VM was
configured with 2 vCPUs, 4 GB RAM, a 48 GB thin-provisioned disk, and an E1000E network adapter on
the VM Network port group. The VM powered on successfully and the Windows installer loaded through
the vCenter remote console.

Proxmox VE

The Proxmox side was completed on HP14 with the Proxmox web Ul. A TinyCore Linux ISO was

uploaded to local ISO storage and VM 100 (tiny-1linux-vm-01) was created with the Create VM wizard.
The VM used the dedicated vmdata LVM-thin pool for its disk, VirtlO networking on vmbr0, and booted
successfully through the noVNC console.

Comparison

Management interface

ISO handling

Storage selected for VM
disk

Console access

Main advantage

Main caution

vCenter vSphere Client

ISO uploaded as a normal datastore
file

VMFS datastore such as hp13-
vmstore or HP15-datastore2

vCenter remote console

Strong central management for
clustered ESXi hosts

Direct write operations via the
standalone host client may be
blocked once the host is managed by
vCenter — always create and modify
VMs through the vCenter Ul
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Proxmox VE web Ul
ISO uploaded under storage content
type iso

LVM-thin storage vmdata

Built-in noVNC console

Fast integrated workflow on the
node/cluster Ul

The wizard may pre-select a storage
pool that differs from the intended
target — always verify disk placement
on the Confirm tab before finishing
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Impediments / lessons learned

e Attempting to create or edit a VM via the standalone ESXi host client after the host has been added
to vCenter will fail or be blocked — use the vCenter Ul exclusively once a host is cluster-managed.

e |SO handling differs between platforms: ESXi treats ISOs as regular datastore files, while Proxmox
registers them under a dedicated ISO content type in storage. Uploading to the wrong location
makes the ISO invisible in the wizard.

e In Proxmox, the wizard's final Confirm tab is important because it clearly shows whether the disk is
going to the correct storage pool.

Implementation walkthrough screenshots

L Type here to search

Figure 12 - Windows 10 client VM running successfully in the vCenter console.
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Ready to complete

Click Finish to start creation.

Virtual machine name
Folder

Host

Datastore
Compatibility

Guest OS5 name

Virtualization Based
Security

CPUs
Memory

MNICs

NIC 1 network
MIC 1type

SCSI controller 1

~ New hard disk 1
Capacity
Datastore
Virtual device node

Mode

VIRCL

winl0-hp13-0
VIRCL-DC
10.0.10.131

hpl13-vmstore

ESXi 8.0 U2 and later (VM version 21)

Microsoft Windows 10 (64-bit)

Disabled

4GB

.

VM Network
E1000E

LSl Logic SAS

48 GB
hp13-vmstore
SCSI(0:0)

Dependent

CANCEL BACK FINISH

Figure 13 - vCenter New Virtual Machine summary for the HP13 Windows 10 VM.
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T———

QEMU (tiny-linux-vm-01) - noVNC - Brave

41

@/EQVEE

Figure 14 - TinyCore Linux VM booted successfully in the Proxmox noVNC console.

| D create v @ CrestecT | & rosipam

100 (tiny-fiouoe-vmn-1) on node hg14 s »_ Console More.

Figure 15-"VM 100" summary - running
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X PROXMO

Server View

Virtual Emvironment 8.1.9

& Vewal Machine
# Dotacenter
[
100 (tiny-Bwoevm-01)

i kocalnetwork (hpid)
B Jiocal (hp14)
2 (liocat-bom (hod)
B[ vmdats hpid)

& Summary
>~ Consola
[ p—
& Cloud it
© Options
9 sk History
= Monitor
B Backup
o Replcation
D Snapshats
© Firowal

o Posmissions

Tasks| Clusterlog

Start Time. End Time
May 04.09:23:36
May 04 09:18:32
May 04 09:18:49
May 04,0917 26
May 04.05-16.17

May 04 09:23:38
May 04 09:18:33
May 04 091853
May 04 091728
May 04 09.16:17

General 0s

scsil

Andrea Girotto | Guilherme

System

100 (iny-Bnc-m-01) on node hp 14

i Suuws sopped
W HA State: none.
B Hode nptd
£ CPU usage 0.00% af 2 CPU(s)
= Wemory usage 0,00% (0 B of 2.00 GiB)
5 Host memory usags (1}
& Bootdisk size 3200 GiB

=1Ps Ma Guest Agent configured

® Tolal . Used
05

[
038
[E]]

£ox

[
019

User name: Description
roat@pam
roan@pam

VM 100 - Craate
Copy data

toatipan Copy data
roatgpanm

roat@pam

Copy data
Copy data

Hust Memory Usage

O] Govaew © cosect [ oo -

» St »_ Consale

® CPUusage

015

005

o
2026-05-04 20260504 20260504 20260504 20260504 20260504 20260504 20260504 2026050
082400 0B3100 083800 084500 55

2
085200 085900 030600 091300 032000

® Incoming . Outgoing

Figure 16 - VM 100° summary - stopped, just created

Disks CPU  Memory

Disk Bandwidth

Bus/Device: SCSI

SCSI Controller:  VirtlO SCSI single

Storage: vmdata

Disk size (GiB): 32

Network

Confirm

Default (No cache)

Advanced

Figure 17 - Create VM wizard - Disks tab, vmdata" selected

Videira Marques
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General 0S5  System Disks CPU Memory  Network

Key
cores
cpu

ide2
memaory
name
netl
nodename
numa
oslype
scsil
scsihw
sockets

vmid

Start after created

Value

2

x86-64-v2-AES
local:isolTinyCorePure64-17.0.iso, media=cdrom
2048

tiny-linux-vm-01
virtio,bridge=vmbr{ firewall=1
hp14

0

126

vmdata:32 iothread=on
virtio-scsi-single

1

100

Advanced

Figure 18 - Create VM wizard - Confirm tab, final config
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3. VM creation via CLI

Concept

Creating a VM from the command line proves that the platform can be automated and reproduced
without relying only on manual GUI steps. CLI creation is useful for repeatable builds, scripting,
troubleshooting, and documenting exact parameters such as CPU count, memory, disk placement,
boot order, network bridge, and ISO path.

VMware ESXi (+ vCenter)

The VMware side used PowerCLI from a Windows workstation connected to vCenter. Because HP13

and HP15 were managed by vCenter, PowerCLI was the correct CLI path for VM creation. VM ubuntu-
hp15-01 was created on HP15 with HP15-datastore2, 2 vCPUs, 2 GiB RAM, a 20 GiB thin disk, and the
VM Network; the Ubuntu ISO was attached; and the VM was powered on using the following cmdlets:

New-VM
Set-CDDrive
Start-vM

Proxmox VE

The Proxmox side used SSH on HP14 and the native gmm command. VM 101 (lubuntu-vm-01) was
created with one command including CPU, memory, ISO, disk, SCSI controller, network bridge, and
boot order. The VM was verified and started; after OS installation the boot order was updated to boot
from scsiO (disk) instead of the CD-ROM device:

gm create

gm config

gm start
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Comparison

VIRCL

CLl tool

Management
target

VM creation
command

ISO attachment

Verification

Main caution

VMware PowerCLI

vCenter (Connect-VIServer)

New-VM

Set-CDDrive after VM creation
vCenter inventory / PowerCLI output

Use the host name/IP exactly as
registered in vCenter

Impediments / lessons learned

gm over SSH

Proxmox node/cluster shell

gm create

ISO can be included directly in gm create

gm config, gm status, Proxmox task log

Include the installed disk in the boot
order after installation

e ForvCenter-managed ESXi hosts, direct esxcli or vim-cmd write operations are not the normal VM
creation path. PowerCLI through vCenter is the practical CLI equivalent.

o PowerCLI host selection depends on how the host was registered in vCenter. In this lab, HP15 had
to be referenced by IP address because the lab DNS was not fully populated at the time of
registration, so the hostname did not resolve correctly from the PowerCLI workstation.

e On Proxmox, gm start and gm stop may return no output on success, so gm status <vmid> is
needed for explicit verification.

e The Proxmox boot order matters: after installing from ISO, the VM must boot from the virtual disk,
not only from the CD-ROM device.
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Implementation walkthrough screenshots

Computer

]
Lubuntu Manual

Network

student

Trash (Empty)

Figure 19 - Installed Linux guest OS booted successfully from the VM disk.

Welcome
Location

Keyboard i . e
Light on resources but not in capabilities, Lubuntu can
resurrect older, slower hardware or provide superior
performance on the latest machines. Whether you're
looking to code, crunch numbers, design art, or simply
browse the Web, Lubuntu is ready to do the job, fast.

Customize
Partitions
Users
Summary

Install

Unpacking image 1/2, file 107925/271275

Cancel

Figure 20 - Linux installer running inside ~ VM 101" through the Proxmox noVNC console.
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¥ PROX MO X vitual Enaronment 9.1 (I e © OresieCT [ & rocimem ~

» S

015

01

005

[

20260504 7605 2076-05.0: 20260504 20260504 2
09:20:00 100200 10.09:00

@ Total . Used - Host Memary Usage @ Incoming  Outguing

Descri
VM 101
Shell

Figure 21 - Proxmox “ VM 101" created with the Linux guest profile before OS installation.

PS C:\Users\andre> New-VM *

>
>
==
==
=
=
=
=
=
=

L ETNE

Figure 22 - PowerCLI output confirming creation of the ESXi CLI VM.

PS C:\Users\andre> Connect-VIServer 10.0.10.132 administrator@vsphere.local Test..123

Name Port User

19.0.18.132 uu3 VSPHERE . LOCAL\Administrator

Figure 23 - PowerCLI session connected to vCenter for CLI-based VM creation.
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vSphere Client D

m B B @
& 10010132
B VIRCL-DC
[ VIRCL-Cluster
? 10010131
10.0.10.151

# vCSA-hp13
2 wim0-hp13-0

VIRCL

£\ There are expired or expiring icenses in your inventory. | MANAGE YOUR LICENSES

& ubuntu-hp15-01 2 &

Monito Configue  Permissions  Datastores  Networks  Snapshots  Updates

Guest OS

Power Status

[, owstos H u 0 MHZ s

5 0 MB uses

DNS Name (1)
1P Addresses 2) 100 - Storage
L ® Encryption E2.08 GB v
40 BE
VM Hardware PCl Devices Tags
e b Cluster
Memory o Ao Host

)0.10.15)

Hard disk 1 ® i 1000005
petipalios (@) Networks DY

Figure 24 - CLI-created VM visible in the vCenter inventory.
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4. Guest OS installation

Concept

A guest OS is the operating system installed inside a virtual machine. The hypervisor provides virtual
hardware: CPU, memory, disk controller, network adapter, firmware, and console access. The guest OS
was installed onto that virtual hardware in the same general way as an installation on a physical
computer.

This chapter is separate from VM creation because creating a VM only prepares the virtual machine
container. A usable VM also needs an operating system installed from an ISO, the boot order corrected
after installation, and ideally guest tools installed so the hypervisor can manage the VM cleanly.

Examples in this project:

Wi lient ESXi/ t HP1 h th h th |
indows clien Windows 10 Enterprise Evaluation SXi/vCenter on 5, shown throug e GU

os VM creation and installation screenshots
Proxmox VE on HP14, VM 101, shown through
Linux guest OS Lubuntu 26.04 Linux guest the CLI VM creation and installation

screenshots

VMware ESXi (+ vCenter)

Implementation result: Windows 10 Enterprise Evaluation was installed on win1e-vm-01 on HP15
through vCenter. The installation completed successfully, the VM booted to the Windows desktop, and
the guest OS was verified as functional through the vCenter remote console.

Proxmox VE

Outcome: Lubuntu 26.04 was installed as a Linux guest on lubuntu-vm-01 (VM 101) on HP14. The VM was
created in Chapter 3, but the actual guest OS installation steps and screenshots are referenced here
because they satisfy the guest OS installation chapter.
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Guest OS
selection

Installation
media

Console

Post-install
action

Main risk

Guest OS family and version are selected
during VM creation, e.g., Windows /
Microsoft Windows 10 (64-bit).

ISO uploaded to a datastore and
mounted as a virtual CD/DVD drive.

vCenter remote console / web console.

Disconnect ISO and boot from virtual
disk. Install VMware Tools if needed.

Leaving the virtual CD/DVD drive
connected after installation may cause
the VM to boot from the ISO again on next
start — disconnect the ISO and verify the
boot order points to the virtual disk after
the OS s installed.

Impediments / lessons learned

Guest OS type is selected as Linux / 126
for modern Linux guests.

ISO uploaded to local storage and
mounted as ide2 virtual CD/DVD media.

Built-in noVNC console in the Proxmox
web Ul.

Detach ISO and set boot order to scsiO.
Install gemu-guest-agent later if guest-
management verification is needed.

Boot order can accidentally stay ISO-
only; then the VM will not boot after
ejecting the I1SO.

A hypervisor's "Guest OS" field is not the installed OS. It is a compatibility/profile setting for the
virtual hardware.

Tiny live ISOs are useful for boot tests, but they do not satisfy the persistent guest OS installation
requirement unless the OS is installed to disk.
For Proxmox, setting the boot order to include both ide2 (CD-ROM) and scsiO (disk) during
installation avoids the 'no bootable disk' problem on first reboot — the VM boots from the ISO to
install, then falls through to the disk. Once installation is complete, simplify the boot order to scsi0
only so the VM no longer tries to boot from a disconnected ISO.
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Implementation walkthrough screenshots

Computer

]
Lubuntu Manual

Network

student

Trash (Empty)

Figure 25 - Installed Linux guest OS booted successfully from the VM disk.

Welcome
Location

Keyboard i . e
Light on resources but not in capabilities, Lubuntu can
resurrect older, slower hardware or provide superior
performance on the latest machines. Whether you're
looking to code, crunch numbers, design art, or simply
browse the Web, Lubuntu is ready to do the job, fast.

Customize
Partitions
Users
Summary

Install

Unpacking image 1/2, file 107925/271275

Cancel

Figure 26 - Linux installer running inside ~ VM 101" through the Proxmox noVNC console.
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3 PROXMO X virual Environ
L]

Tasks

Start Time.

VIRCL

Virtial Machine 101 (lubuniu-vm-11) on node hg 14

8 Summary

© Options
= Task History
® Monitor

B Backup

0 Firewal

Host Memory Usage

User name Description

@ Incoming

Figure 27 - Proxmox * VM 101" created with the Linux guest profile before OS installation.
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5. VM resource reconfiguration

Concept

VM resource reconfiguration means changing the virtual hardware assigned to a VM after it has already
been created. Typical resources include CPU count, memory size, virtual disks, and network adapters.

This matters because VM sizing is rarely perfect on the first attempt. Both hypervisors allowed
administrators to adjust resources as workload requirements changed without rebuilding the VM from

scratch.

VMware ESXi (+ vCenter)

Result: Andrea reconfigured VM win10-hp13-01 on HP13 through vCenter. The VM started with 2 vCPUs,
4 GB RAM, one 48 GB disk, and one E1000E network adapter. It was powered off, changed to 4 vCPUs
and 8 GB RAM, and a temporary 10 GB thin-provisioned disk plus a second VMXNET3 network adapter
were added. Windows booted successfully afterward. The guest showed the new CPU/RAM and the
new 10 GB disk, and then the temporary disk and NIC were removed again.

Proxmox VE

Outcome: VM 101 (lubuntu-vm-01) on HP14 was reconfigured in Proxmox. CPU and RAM were increased.
A temporary disk and temporary NIC were added, and the VM booted successfully afterward. The
temporary NIC was removed, and the temporary disk was detached and deleted from Unused Disk 0.
CPU/RAM were restored to the original VM size.

Comparison

Management
interface

CPU/RAM

changes

Disk changes

NIC changes

Cleanup risk

vCenter VM settings editor.

Usually done while powered off unless
hot-add is configured and supported by
the guest.

Add disk in VM settings, then
initialize/format inside the guest if
needed.

Add/remove virtual NICs connected to
port groups.

Removing a disk from VM config may not
delete datastore files unless explicitly
deleted.

Andrea Girotto | Guilherme Videira Marques | 33

Proxmox VM Hardware tab or gm set CLI.

Easiest while powered off; hotplug exists
but is not required for this lab.

Add disk as scsi1/similar, then
initialize/format inside the guest if
needed.

Add/remove netX adapters connected to
Linux bridges such as vmbrO.

Detaching a disk can leave an unusedX
entry that must be removed for full
cleanup.
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Impediments / lessons learned

e Hypervisor-side resource changes and guest-side configuration are separate. Adding a disk or NIC
to the VM does not automatically make it usable inside the OS.

e For asafe verification step, use a temporary second disk instead of resizing the OS disk. This avoids
irreversible disk-growth work and keeps the installed guest clean for later chapters.

e Shutdown the VM before the resource changes unless the chapter is specifically trying to
demonstrate hotplug.

Implementation walkthrough screenshots

CPU Topology Assigned at power on @

Reservation 0 ¥ MHz

Limit Unlimited ¥ MHz

Shares Normal w

Hardware virtualization Expose hardware assisted virtualization to the guest OS5
Performance Counters Enable virtualized CPU performance counters

1/O MMU Enabled

Figure 28 - ESXi VM resource baseline before CPU, memory, disk, and network changes.
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VM Hardware

CPU 4 CPU(s), O MHz used

Memory 8 GB, 0 GB memory active

Hard disk 1 (of 2) 48 GB | Thick Provision Lazy feroed @
hpl3-vmstore
See All Disks

etwo Wl Network (disconnected) |

N rk adapter1(of 2) 00:50:56:0p8:93:6a

CD/DVD drive 1 Disconnected

Compatibility ESXi 8.0 U2 and later (WM wversion 21)

Figure 29 - ESXi VM hardware after CPU, memory, disk, and network reconfiguration.
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@ Device Specifications

Device Name DESKTOP-5DHAO2V

Processor Intel(R) Xeon(R) Gold 6138 CPU @
2.00GHz 2.00 GHz

Installed RAM 8.00 GB

Storage 48 GB HDD VMware Virtual disk.
10 GB HDD VMware Virtual disk

Device ID 742FF8B5-B81E-4A21-A402-
D2DA19CA3322

Product ID 00329-20000-00001-AA233

System Type 64-bit operating system, x64-
based processor

Pen and touch No pen or touch input is available
for this display

Figure 30 - Guest OS verification of updated CPU and RAM values.
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File Action View Help Initialize Disk [} X
s m B »= X & (2 [ You must inttialize a disk before Logical Disk Manager can access it
Volume | Layout | Type | Select disks: |
- () Simple Basic | | Disk 1
== (Disk 0 partition 1) Simple Basic
== (Disk O partition4)  Simple Basic
= CENA_X64FREE_E... Simple Basic
Use the following partition style for the selected disks:
(O MBR (Master Boot Record)
(® GPT (GUID Partition Table)
Note: The GPT partition style is not recognized by all previous versions of
Windows.
A
== Disk 0 —
Basic () ]
47-93 GB 100 MB 47.37 GB NTFS | |530MB
Online Healthy (EFI System P: | Healthy (Boot, Page File, Crash Dump, Basic Data Partitic! | Healthy (Recovery Partition)
*© Disk 1 .|
Unknown |
10.00 GB 10.00 GB
Not Initialized Unallocated
E v
M Unallocated Wl Primary partition

Figure 31 - Guest OS verification of the added virtual disk.
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Edit Settings | win10-hp13-01 X
Virtual Hardware VM Options Advanced Parameters
@ Hard disk 2 and data will be removed. Undo X
Undo

@ Metwork adapter 2 will be removed

ADD NEW DEVICE ~

> CPU 4 @

> Memory 8 v GB

> Hard disk 1 48 GB
» SCSl controller O LSl Logic SAS
> Network adapter 1 VM Network Connected
» CD/DVD drive 1 Datastore 1SO File Connect At Power On :
» USB xHCI controller UsB 3.2
> Video card Specify custom settings

> SATA controller O AHCI
» Security Devices Mot Configured

» Other Additional Hardware

Figure 32 - ESXi VM settings after temporary test resources were cleaned up.
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Shell No. 1 -0 X

Session Actions Edit View Help
ShellNo.1 =

Virtual Machine 101 (lubuntu-wm-01) on node "hp14'

& Summary
»_ Console
[J Hardware
& Cloud-Init
£ Options
Task History
@& Monitor
Backup
13 Replication
D Snapshots
U Firewall

' Permissions

Add -~ Edit

©m & 0w = j

111 oD

Memory
Pro ors
BIOS
Display
Machine
SCSI Controller
WD Driv
Hard Disk (scsi0)
Hard Disk (scsil)
Metwork Device (net0)

MNetwork Device (net1)

87, 190 1
0.88 0.53
00:01:55

BEORD as

Figure 33 - Proxmox " VM 101" booted successfully after resource changes.

6.00 GiB

4 (1 sockets, 4 cores) [x86-64-v2-AES]

Default (SeaBIOS)

Default

Default (i4408)

VirtlO SCSI single

none,media=cdrom
vmdata:vm-101-disk-0,size=40G
vmdata:vm-101-disk-1,iothread=1 size=5G
virtio=BC:24:11:D02:84:72 bridge=vmbr0 firewall=1
virtio=BC:24:11:11:09:CD bridge=vmbr{ firewall=1

Figure 34 - Proxmox " VM 101" after adding a disk and second network adapter.
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Session Actions Edit View Help
student@student-standardpc: ~

Upgrading: 0, Installing
student@student-standardpc:

: QEMU Vir
1 Unknc

student@student-standardpc:~5 I

Figure 35 - Linux guest verification after restoring the original resource profile.

student@student-standardpc:~$ ip -c -brief :

lo UNKNOWN 127.0.0. ::1/12

ens18 .80/16 TeB80::be24:11ff:fed2:8472/
ens19 .78/16 feB80::5565:357d:2c78:9852/¢
virbro . .1/24

student@student-s

X PRO>MO X virtual Environment 9.1.9 [ CresteVM @ Creale CT & rooi@pam - |

Server View B Virtual Machine 101 (lubuniu-vm-01) on node hp14' g P Start own >_ Console -~ | More
-2 Datacenter
B hpia
[ 100 (tiny-linux-vm-01} > Console
L] 101 (lubuntu-vm-01) ] Hardware
g5z localnetwork (hp14)

& Summary

4.00 GiB
2 (1 sockets, 2 cores) [x86-64-v2-AES]
Default (SeaBIOS)

Display Default

Machine Default (i440fx)

SCSI Controller VirtlQ SCSI single

& Cloud-Init

(] locat-vm (hp14) # Options

==
t)
£ [Jlocal (hp14) =
£ []vmdata (hp14) B Task History %

@ Monitor

3
©

=]

(@

B Backup =) i vmdata-vm-101-disk-0,size=40G
13 Replication =

‘D Snapshots

U Firewall

none,media=cdrom

Network Device (net0) virtio=BC:24:11:D2-:84:72 bridge=vmbr{ firewall=1

o' Permissions.

Figure 37 - Proxmox " VM 101" baseline hardware before resource changes.
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Virtual Machine 101 (lubuntu-vm-01) on node "hp14'

& Summary Add -
>_ Console Memory 4.00 GiB
[ Hardware Processors 2 (1 sockets, 2 cores) [x86-64-v2-AES]
BIOS Default (SeaBIOS)

Display Default

Machine Default (i440£c)

SCSI Controller Virth0 SCSI single

& Cloud-Init
£ Options
Task History

m £ O w & F

& Monitor

o)

Ml o

CD/DVD Drive (ide2) none,media=cdrom
Backup Hard Disk (scsi0) vmdata:vm-101-disk-0,size=40G

13 Replication
D Snapshots
U Firewall

Metwork Device (net0) virtio=BC:24:11:D2-84:72 bridge=vmbr( firewall=1

o' Permissions

Figure 38 - Proxmox VM 101" hardware after cleanup and restoration.
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6. Cloninga VM

Concept

VM cloning creates a new VM from an existing one. Instead of installing an operating system and
configuring hardware from zero, the administrator copies a known-working VM and then adapts the
clone.

Cloning is useful for testing, repeatable deployments, and preparing multiple similar machines. The
main design choice is whether the clone is a full clone or a linked clone:

e Afullclone has its own independent disk copy. It uses more storage but is safer and easier to
move/delete independently.

e Alinked clone depends on the source/template disk. It saves storage but creates a dependency on
the original backing disk.

VMware ESXi (+ vCenter)

Implementation result: VM win10-hp13-01 on HP13 was cloned through vCenter using Clone > Clone to
Virtual Machine. The clone was named win1@-hp13-01-clone, placed on datastore HP13-vmstore, and the
clone task completed successfully. The cloned VM appeared in the vCenter inventory and booted
without errors.

Proxmox VE

Outcome: VM 101 (lubuntu-vm-01) was full-cloned into VM 102 (Lubuntu-vm-01-clone) on HP14. The clone
task completed with TASK OK, vM 102 appeared with its own disk on vmdata, and the cloned VM booted
successfully.

Comparison

VM context menu in Proxmox web Ul, or gm

Entry point VM context menu in vCenter.
yp clone CLI.

Full clone Creates independent VM files/disks. Creates independent Proxmox VM disks.

Requires an existing snapshot ora VM

. . . Available when source conditions support
Linked clone template as the backing source; not used in PP

it, but full clone is simpler for this lab.

this lab.
Storage . .
choice Select datastore during clone wizard. Select target storage such as vmdata.
Cloned guest may keep same hostname/IP
. . 8 'y .p . Cloned guest may keep same hostname/IP
L identity; vCenter's built-in Guest . . .
Main risk identity; must be corrected manually inside

Customization spec can automate

. the guest OS after cloning.
hostname and IP reassignment. g g
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Impediments / lessons learned

e Fullclones are easiest to document because they have no dependency on the source VM after
cloning.

e Running a source VM and its clone at the same time may create duplicate hostnames inside the
network. The lab clone was used only for verification, while production clones require guest
customisation.

Implementation walkthrough screenshots

& win10-hp13-01 | &

Summary Monitor Configure
Guest OS H
FPowered Off

LAUNCH REMOTE CONSOLE | @D

Figure 39 - ESXi source VM powered off before cloning.
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Ready to complete

Click Finish to start creation.

Source virtual machine win10-hp13-01
Virtual machine name win10-hp13-01-clone
Folder VIRCL-DC

Host 10.0.10.131
Datastore hpl3-vmstore

Disk storage Thin Provision

Figure 40 - vCenter clone wizard summary before creating the ESXi clone.

Task Name T Target T Status

Clone virtual machine @ _win10-hp13-01 () Completed

Figure 41 - vCenter clone task completed successfully.
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m B B8 @

v [ 10.0.10132

VIRCL-DC

v [ VIRCL-Cluster
[® 10.01013
[ 10.0.10.151

G ubuntu-hp15-01

GF vCSA-hpil3

win10-hp13-01

win10-hp13-01-clone

Figure 42 - Source VM and cloned VM visible in the vCenter inventory.
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& win10-hp13-01-clone

Summary Monitor Configure

Issues and Alarms

& VMware Tools is not installed on this vir

Guest OS =

LAUNCH REMOTE coNsoLe | @

LAUNCH WEB CONSOLE

Figure 43 - Cloned ESXi VM booted successfully after cloning.
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Target node: Target Storage:

VM ID: 102
Name: lubuntu-vm-01-clone

Resource Pool:

Figure 44 - Proxmox full-clone dialog for VM 101" .

pnment 919 L Creale VM & Creale CT |. root@pam -

Virtual Machine 101 (lubuntu-vm-01) on node 'hp14' » Start >_Console v | More v [ERITH
& Summary Clone
Convert to template
Manage HA

Remove

>_ Console & 4.00 GiB

L Hardware s 2 (1 sockeis, 2 cores) [x86-64-v2-AES]
& Cloud-Init Default (SeaBlIOS)

Display Default

Machine Default (i440fx)

SCSI Controller VirtlO SCSI single

4 Options

B Task History

@& Monitor 3
none, media=cdrom

Baclkup (scsi0) vmdata:vm-101-disk-0,size=40G

3 Replication Network Device (net0) virtio=BC:24:11:D2:84:72 bridge=vmbr0, firewall=1
D Snapshots

U Firewall

o' Permissions

Figure 45 - Proxmox source VM stopped before clone creation.

Andrea Girotto | Guilherme Videira Marques | 47 Team 4 - VIRCL



bts >>

cloud computing

1.6 GiB of 40.0 GiB (79.

™ K

VIRCL

Figure 46 - Proxmox clone task completed successfully.

X PRO>XMO X Virtual Environment 9.1.9

Server View | Virtual Machine 102 (lubuntu-vm-01-clone) on node 'hp14'

& Datacenter
B hpld
100 (tiny-linux-vm-01}
101 (lubuntu-vm-01)
102 (lubuntu-vm-01-clone)
532 localnetwork (hp14)
£ [ local (hp14)

& Summary

>_ Console 4.00 GiB

Memory
& Hardware Pi

& Cloud-nit BIOS
Display Default
Machine

SCSI Controller

© Options

=[] local-vm (hp14)
£ (] vmdata (hp14)

Task History
VirtlO €
@ Monitor

Domtevm © crasocT

B Start >_ Console More -

2 (1 sockets, 2 cores) [x86-64-v2-AES]
Default (SeaBIOS)

Default (i4408)
Sl single

none media=cdrom

Backup Hard Disk (scsi0)
13 Replication
‘D Snapshots

U Firewall

Network Device (net0}

o' Permissions

Figure 47 - Proxmox cloned " VM 102"
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vmdata-vm-102-disk-0,
virtio=BC:24:11:3E:F6:A8 bridge=vmbr0 firewall=1

0G

hardware visible after cloning.
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7. Exportinga VM

Concept

Exporting a VM means packaging the VM configuration and virtual disks so the VM can be moved,
archived, or imported somewhere else. It is different from cloning: a clone stays inside the same
virtualisation platform, while an export creates files that can be stored outside the inventory.

For this project, the most important point is that VMware ESXi/vCenter and Proxmox VE use different
export formats:

e VMware exports VMs as OVF/OVA-style packages. OVF is a portable description format with one or
more virtual disk files.

e  Proxmox normally exports a QEMU VM through vzdump. This creates a Proxmox backup archive that
can be restored with gmrestore or through the Proxmox web Ul.

In both systems, the cleanest export is made while the VM is powered off. This avoids filesystem
inconsistency inside the guest OS and makes the export step easier to explain.

VMware ESXi (+ vCenter)

Result: Andrea exported the vCenter VM win1@-hp13-01-clone as an OVF package. The VM was powered
off first, Export OVF Template was opened from vCenter, the export name win10-hp13-01-clone-export
was used, vCenter showed the export task in progress, and File Explorer showed the downloaded OVF
package files (.ovf, .mf, .vmdk, .iso, and .nvram).

Proxmox VE

Outcome: Gui exported the HP14 Lubuntu clone VM 102 (lubuntu-vm-@1-clone) using a one-off Proxmox
backup on 11.05.2026. The backup used storage local, mode Stop, and compression ZSTD. The task
finished with TASK OK, and the archive vzdump-gemu-102-2026\_05\_11-11\_34\_56.vma.zst is visible
in hp14 -> local -> Backups.
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Comparison

Typical export
format

Main Ul entry point

Best VM state

Portability

Restore/import
path

Main risk

VIRCL

OVF package, or OVA when available.

VM actions menu in the vSphere Client.

Powered off before export.

OVF is designed for cross-platform
import, although device mapping may
still need adjustment.

Deploy OVF Template in vCenter/ESXi.

Browser download interruptions and
large multi-file exports.

Impediments / lessons learned

C<

vzdump backup archive such as
.vma.zst.

VM Backup tab or vzdump CLI.
Powered off, using stop mode for the

export.

Native Proxmox format; easiest to
restore back into Proxmox.

Restore through Proxmox Ul or
gmrestore.

Treating vzdump as a universal OVF
export; it is mainly a Proxmox-native
artifact.

Ensure sufficient free storage outside the hypervisor datastore before starting an export — even
small guest operating systems produce multi-gigabyte export files. Running out of space mid-export
leaves a partial and unusable archive.
Powering off the VM before export produces a consistent archive without risk of guest filesystem
inconsistency — live exports introduce additional complexity that is rarely worth the brief period of

uptime saved.

VMware gives the more portable export format. Proxmox gives a very practical native export/restore
workflow, but itis not the same as an OVF export.
A successful exportis not fully proven until the exported files are visible and the matching
import/restore method is known.
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Implementation walkthrough screenshots

& win10-hp13-01-clone

Summary Monitor Configure
Guest OS =
Powered Off

LAUNCH REMOTE CONSOLE | @

Figure 48 - ESXi source VM powered off before export.
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Export OVF Template X

Mame winl0-hp13-01-clone-export
Format Folder of files (OWF)
Annctation

Advanced I:I Enable advanced options

e | IR

Figure 49 - vCenter export dialog configured for the ESXi VM.

B wini0-hp13-0 026 11: MF File
¥ win10-hp13-01-clone-export-1.vmdk Virtual Machine Di...

B win10-hp13-0 Disc Image File

® winl0-hp13-0 firtualizatio...

Virtual Machine Di...

¥ win10-hp13-01-clone-export-2.vmdk

B win10-hp13-01-clone-export-4.nvram

Figure 50 - Downloaded ESXi OVF export files on the local machine.
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intu-vm-

Storage: Compression: Z5TD (fast and good)

Mode: Notification: Use global settings

Protected:

MNotes: VM export evidence

Possible template variables are: {{cluster}}, {{guestname}}, {{node}}, {{vmid}}

© Help

Figure 51 - Proxmox backup dialog used to export VM 102".

Quiput  Status

: 60% (24.3 GiB of 40.0 GiB) in 42s, read: 559.5 MiB/s, write
% (25.0 GiB of 40.0 GiB) in 455, read: 238.0 MiB/s, write: 216.0 MiB/s
% (25.6 GiB of 40.0 GiB) in 48s, read: 192.1 MiB/s, write: 165.7 MiB/s
: 64% (25.9 GiB of 40.0 GiB) in 51s, read: 108.8 MiB/s, write: 108.8 MiB/s
: 65% (26.4 GiB of 40.0 GiB) in 54s, read: 171.6 MiB/s, write: 133.8 MiB/s
: 66% (26.8 G of 40.0 GiB) in 57s, read: 137.8 MiBfs, write: 137.8 MiB/s
: 68% (27.3 GiB of 40.0 GiB) in 1m, read: 171.6 MiBfs, write: 171.1 MiB/s
: 70% (28.3 GiB of 40.0 GiB) in 1m 3s, read: 363.7 MiBfs, write: 170.3 MiB/s
1 75% (30.3 GiB of 40.0 GiB) in 1m 65, read: 680.3 MiB/s, write: 135.9 MiB/s
: 80% (32.0 Gié of 40.0 GiB) in 1m 9s, read: 578.0 MiB/s, write: 116.5 MiB/s
: B1% (32.7 GiB of 40.0 GiB) in im 12s, read: 232.8 MiBfs, write: 195.8 MiB/s
: B6% (34.6 GiB of 40.0 GiB) in 1m 15s, read: 648.9 MiB/s, write: 152.2 MiBfs
: 100% (40.0 GiB of 40.0 GiB) in 1m 18Bs, read: 1.8 GiB/s, write: 12.0 KiB/s
: backup is sparse: 29.23 GiB (73%) total zero data
: transferred 40.00 GiB in 78 seconds {525.1 MiBs)
: stopping kvm after backup task
: archive file size: 6.28GB
: adding notes to backup
: Finished Backup of VM 102 (00:0:
: Backup finished at 2026-05-11 11:36:17
: Backup job finished successfully
: notified via target ~ mail-to-root™
TASK OK

o4 S

Figure 52 - Proxmox export backup task completed successfully.
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X PRO>XMO X Virtual Environment 9.1.9 [JCreate VM @ Creale CT | & root@pam - |

Server View B Storage Tocar on node hpid'

& Summary

B8 Datacenter
B hpta

100 (tiny-linux-vm-01) Backups Name

101 (lubuntu-vm-01)

Notes U  Date | Format
@ IS0 Images vzdump-gemu-102-2026_05_11-11_34_56 vma zst lubuntu-vm-01-clone , V.. 2026-05-11 113456 vmazst
102 (lubuntu-vm-01-clone)

£52 localnetwork (hp14)

£ [ local (hp14) & Import

£ [Jlocalvm (hp14) o Permissions
£ ] vmdata (hp14)

[ CT Templates

Figure 53 - Exported Proxmox backup archive visible in storage.

X PRD MO Virtual Environment 9.1.9 [J Create VM & Create CT

Server View 2 Virtual Machine 102 (ubuntu-vm-01-clone) on node 'hp14 » Start >_ Console | v More

58 Datacenter
B hotd & Summary Add
100 (tiny-linwx-vm-01) >_ Console
101 (lubuntu-vm-01) ] Hardware
102 (iubuntu-vm-01-clone)
88 localnetwork (hp14)

£ [Jlocal (hp14) & Options
Elocakvm (hp14) B Task History
£ []vmdata (hp14)

! y 400 GiB

2 (1 sockets, 2 cores) [xB6-64-v2-AES]
& Cloud-nit BIOS Default (SeaBIOS)
Display Default
Machine Default (1440fx)

m e O wE j

SCSI Controller VirtlO SCSl single
@ Monitor

@)

/DVD Drive (ids none, media=cdrom

Hard Disk (scsil wvmdata-vm-102-di ,size=40G

=]
=

Network Device (net0) virlio=BC:24:11:3E F6:A8 bridge=vmbr{ firewall=1
‘D Snapshots
U Firewall

of* Permissions

Figure 54 - Proxmox " VM 102" stopped before export.
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8. Hypervisor configuration backup

Concept

Hypervisor configuration backup protects the management state of the host itself. It is different from a
VM backup: it captures settings needed to rebuild or restore the hypervisor configuration, such as
networking, storage definitions, services, users, permissions, repository configuration, and cluster
configuration. VM disks and guest operating systems are backed up separately in Chapter 9.

VMware ESXi (+ vCenter)

The ESXi side was completed for HP13 and HP15 using SSH and vim-cmd. On each host, the following
commands flushed the configuration and generated a downloadable bundle:

vim-cmd hostsvc/firmware/sync_config
vim-cmd hostsvc/firmware/backup_config

The resulting .tgz bundles were downloaded and one bundle was inspected with tar -tzf to prove it
contained ESXi configuration files.

Proxmox VE

The Proxmox side was completed for HP14 and HP16 with a shell script that archives /etc/pve and
node-local configuration files such as network, hostname, APT repository, filesystem, and backup
configuration. The archives were written to the CLOIF2 NFS share under config-backups/proxmox/, so
the backup copy is stored outside the node being backed up. Archive contents were verified with tar -tzf.
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Comparison
Backup vim-cmd _
method hostsvc/firmware/backup\_config Shell script plus tar
Backup output  VMware host configuration .tgz bundle Custom .tgz archive
Scope ESXi host configuration /Fetc/pve cluster config plus node-local
files

Storage target Downloaded to workstation CLOIF2 NFS remote storage

e Downloaded bundle and listed archive Listed archive contents and confirmed
Verification .

contents remote NFS location

VM disks
included No No

Impediments / lessons learned

e ESXiprovides a host configuration bundle through vim-cmd, but the lab build did not expose a
simple backup button in the Host Client.

e sync\_config was run before backup\_config on ESXi so the generated bundle reflected the current
host state.

e Proxmox has no single built-in host config bundle action, so the practical solution is to archive
/etc/pve plus node-local files.

e Abackup stored only on the hypervisor being backed up is weak recovery practice. The Proxmox
archives were therefore copied to CLOIF2 NFS storage.

Implementation walkthrough screenshots

[root@hpl3:~] vim-cmd hostsvc/firmware/sync_config
[root@hpl3:~] vim-cmd hostsvc/firmware/backup_config

Bundle can be downloaded at : http://*/downloads/520fbbb6-51dU-1dd7-2U5a-3c088d8fbdbd/configBundle-hpl
3.vircl.local.tgz

Figure 55 - HP13 ESXi configuration backup command and generated download URL.
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Downloads

. configBundle-hp13.vircl.local tgz

Figure 56 - HP13 ESXi configuration backup bundle downloaded.

[root@hpl5:~] vim-cmd hostsvc/firmware/sync_config

[root@hpl5:~] vim-cmd hostsvc/firmware/backup_config

Bundle can be downloaded at : http://*/downloads/52dacf86-b22c-2e76-3cdb-78aa63d@8ell/configBundle-hpl
5.vircl.local.tgz

Figure 57 - HP15 ESXi configuration backup command and generated download URL.

Downloads

. configBundle-hp15.vircl.local.tgz

Figure 58 - HP15 ESXi configuration backup bundle downloaded.

PS C:\Users\andre> tar

/

./Manifest.txt
./jumpstrt.gz
./state.tgz

Figure 59 - Extracted ESXi configuration backup bundle contents.
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9. VM backup

Concept

Backing up a virtual machine means creating an independent copy of the VM configuration and virtual
disks so the VM can be restored after deletion, corruption, failed maintenance, or storage loss. A
backup is different from a snapshot: a snapshot is a short-term rollback point that normally still
depends on the same VM and datastore, while a backup is a separate recovery artifact.

For this project, a VM backup is considered proven when three things are shown:

e abackup job or export process completed successfully;
e theresulting backup files are visible on backup-capable storage or on the workstation;
e the VM can be restored or the exact restore/import path is documented.

The clean restore method is to restore to a new VM ID/name so the original VM is not overwritten.

VMware ESXi (+ vCenter)

Implementation result: VM win1e-hp13-01-clone was cold-backed up by exporting it as an OVF package
through vCenter. The export completed successfully, producing .ovf, .mf, .vmdk, and .nvram files. To
verify recoverability, the OVF package was deployed back into vCenter as a new VM named win10-hp13-
01-restored. The deployment task completed successfully and the restored VM booted to the Windows
desktop, confirming the backup artifact was valid.

Proxmox VE

Proxmox has a built-in VM backup workflow through the web Ul and the vzdump command. It can run
manual or scheduled backup jobs and stores VM backups as archive files on backup-capable storage. A
VM restore can be performed through the web Ul or with gmrestore.

Outcome: Gui created a fresh Proxmox backup archive for HP14 vM 102 (lubuntu-vm-@1-clone) on
18.05.2026 using vzdump. The archive is vzdump-gemu-102-2026\_05\_18-11\_33\_41.vma.zst, stored
under local (hp14) -> Backups, and the CLI output ended with Backup job finished successfully.

The archive was restored through the Proxmox web Ul to new vM ID 112 on storage vmdata, with the
Unique option enabled. vM 112 appeared in the Proxmox inventory as lubuntu-vm-01-clone, confirming
that the backup archive was usable for recovery.
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Comparison

Built-in VM backup in this
lab

Practical lab method

Backup artifact

Restore path

Scheduling

Consistency model

Portability

Best verification

VIRCL

No simple native VM backup job
workflow was available in the
vCenter/ESXi lab setup.

Manual OVF export and verified OVF
redeployment.

OVF package: .ovf, .vmdk, and
optional .mf; OVA if created with a
tool.

Deploy OVF Template in
vCenter/ESXi.

Requires an external backup
product, script, or automation
outside the basic export workflow.

Cold exportis simplest; production
backups normally rely on VMware
backup APIs and guest quiescing
through backup software.

OVF is more portable across VMware
and some third-party platforms.

Export files visible, then deploy them
as anew VM.

Impediments / lessons learned

Built-in backup through the VM
Backup tab, Datacenter backup jobs,
and vzdump.

Manual or scheduled vzdump
backup.

Proxmox backup archive such as
.vma.zst.

Web Ul restore or gmrestore.

Built into Proxmox backup jobs.

Backup modes include
stop/suspend/snapshot depending
on storage and guest support; guest
agentimproves consistency.

Native to Proxmox; easiest to restore
into Proxmox.

Archive visible, then restore it as a
new VM.

VM backup must be proven by recovery, not only by job completion. A backup that has never been
restored is only an assumption.
Proxmox made the VM backup workflow much faster for the lab because vzdump is integrated into

the web UlI.

VMware's OVF export is useful for a manual cold backup/export, butitis not equivalentto a
production backup system with scheduling, retention, and application-aware consistency.
Restoring into a new VM ID/name avoids overwriting the original VM and keeps the test low risk.
Backup storage needs enough free space. The HP14 Proxmox VM 102 backup compressed a 40 GiB
virtual disk to about 6.28 GiB, but larger VMs can quickly exceed local storage.
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Implementation walkthrough screenshots
@ win10-hp13-01-clone

Summary Monitor Configure

Eaw
-

Guest OS

Powered Off

LAUNCH REMOTE CONSOLE ] @

Figure 60 - ESXi source VM powered off before VM backup/export.
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Downloads

= winl10-hp13-01-clone-ch09-backup-2.vmdk

il

. win10-hp13-01-clone-ch09-backup-3.iso

See more

Figure 61 - vCenter export dialog used for the ESXi VM backup.

-~ Today
B win10-hp13-01-clone-ch09-backup.mf MF File
¥ win10-hp13-01-clone-ch09-backup-1.vmdk
< Yesterday

B win10-hp13-01-clone-ch09-backup-3.is Disc Image File

® win10-hp13-01-clone-chD9-backup.ovf

¥ win10-hp13-01-clone-ch09-backup-2.vmdk

[ ] win10-hp13-01-clone-ch(9-backup-4.nvram I File

Figure 62 - Downloaded ESXi VM backup files.
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Task Name T Target T Status
Deploy OVF template [l VIRCL-Cluster ) Completed
Import OVF package ] 10.0.10.131 ) Completed

Figure 63 - ESXi VM restore/deploy task completed successfully.

m B B8 @

v [ 10.0.10.132
VIRCL-DC
v [[] VIRCL-Cluster

[ 10.0.10.131

¥ 10.0.10.151
ubuntu-hp15-01
vCSA-hp13

Y

vm-from-template-01
win10-hp13-01
win10-hp13-01-clone
win10-hp13-01-clone-ch09-restore

B B B ER

Figure 64 - Restored ESXi VM visible in the vCenter inventory.
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win10-hp13-01-clone-ch09-restore

Enforce US Keyboard Layout | View Fulscreen | Send Ctri+AltsDelste

Monday, June 1

Figure 65 - Restored ESXi VM booted successfully.

x PRO>XXM0O X virtual Environment 9.1.9

Folder View bod Storage 'local on node 'hp14’

&8 Datacenter
@ Network
§8% localnetwork (hp14) [ Backups
n Modes
E hpia
[ Virtual Machine
100 (tiny-linwe-vm-01) & Import
101 (lubuntu-wm-01) & Permissions
102 (lubuntu-vm-01-clone)

& Summary

Name

(©) 150 Images vzdump-gemu-102-2026_05_18-11_33_41.vma.zst

[ CT Templates vzdump-gemu-102-2026_05_11-11_34 56 vma zst

111 (lubuntu-from-template-01)
Eb 110 (lubuntu-template-source)
& Storage
£ il local (hp14)
2 []localHvm (hp14)
£ (| vmdata (hp14)

Figure 66 - Proxmox VM backup archive visible before restore.
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Source: vzdump-gemu-102-2026_05_18-11_33_41.vma_zst
Storage: vmdata

VM: 12

Bandwidth Limit:

Unique: Start after restore:

Overmide Settings:

Name: Memory:

Cores: Sockets:

Figure 67 - Proxmox restore dialog configured for new VM 112".

Virtual Environment 9.1.9 ) Creste VM @ CrealeCT | & rool@pam
= hine 112 (lbunt-wm-01. e hp o » st > Console | | Mo - [N

s D @e O

4 configured

L

Used <1 Mer e @ Incoming . Oulgaing

Figure 68 - Restored Proxmox “ VM 112" visible after restore.
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10. Snapshots

Concept

A VM snapshot records the state of a virtual machine at a specific point in time. It normally captures the
VM configuration and virtual disk state, and can optionally include the running memory state.
Snapshots are useful before risky changes because they give the administrator a quick rollback point.

Snapshots are not a replacement for backups. A backup creates an independent copy that can survive
datastore loss or VM deletion. A snapshot usually remains attached to the original VM and depends on
the same storage. For this project, the important operations are:

e asnapshot was created before a test change;

e atest marker file was created inside the VM;

e the VM was reverted to the snapshot and the marker disappearance proved the rollback;
e the snapshot was deleted after the test so it did not keep consuming storage.

VMware ESXi (+ vCenter)

Result: A snapshot named ch10-test-snapshot was created on VM win10-hp13-01-clone running on
HP13. After snapshot creation, a test marker file snapshot-proof. txt was created on the Windows
desktop. The VM was then reverted to ch1e-test-snapshot. Upon reboot, the marker file was absent,
confirming the rollback restored the pre-snapshot state. The snapshot was then deleted and the
Snapshot Manager showed a clean state.

Proxmox VE

Outcome: Gui used HP14 vM 102 (1lubuntu-vm-01-clone) as the safe test VM. A snapshot named
ch1e_before_marker was created while the VM was stopped. After the snapshot, a marker file named
chapter10\_after\_snapshot.txt was created on the Lubuntu desktop. The VM was rolled back to
ch1e_before_marker, then booted again; the marker file was gone, proving that the rollback restored the
earlier VM state. Snapshot deletion was confirmed through the Proxmox web Ul; the snapshot list
returned to empty after cleanup.
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Comparison

VIRCL

Main Ul entry
point

Snapshot
content

Typical lab proof

Deletion
behavior

Main risk

Best practice

VM context menu or VM Snapshots tab in
vCenter.

VM disk/configuration state, optionally
memory.

Snapshot created, guest state changed,
reverted to snapshot, and guest state
verified as returned to pre-snapshot.

Consolidates/removes snapshot delta
data back into the base disk chain.

Long-lived snapshots can grow and affect
datastore space/performance.

Use short-lived snapshots before
maintenance, then delete them.

Impediments / lessons learned

VM Snapshots tab in the Proxmox web Ul.

VM disk/configuration state, optionally
RAM state.

Snapshot created, guest state changed,
rolled back to snapshot, and guest state
verified as returned to pre-snapshot.

Removes the snapshot and its
delta/reference data from the VM
storage.

Long-lived snapshots can grow and
consume storage; rollback discards
newer VM state.

Use short-lived snapshots before
maintenance, then delete them. VM disks
must be on gcow2 or LVM-thin storage —
raw-format disks do not support
shapshots.

e Snapshots are best used as temporary rollback points, not long-term protection.

e Thereverttest must use a disposable VM or clone, because rollback intentionally discards changes
made after the snapshot.

e For clean verification, create a simple visible marker inside the guest OS after the snapshot, then
show that it disappears after rollback.

e Delete the snapshot after testing. Leaving snapshots open creates hidden storage growth and can
confuse later backup/export tests.

Implementation walkthrough screenshots

Task MName

Create virtual machine sna

pshot

T Target

6D winlD-hpl3-01

T Status T

&) Completed

Figure 69 - vCenter snapshot creation task completed successfully.
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[ET—

@ win10-hp13-01 > [ I o i ACTIONS

Summary Monitor Configure Permissions Datastores Networks Snapshots Updates

TAKE SNAPSHOT... [REVERT ‘ EDIT ‘DELEIE DELETE ALL

Name ch10_before_marker
ch10_before_marker - o
T aeEe Description ‘cer:pter 10 snapshot before guest marker

Timestamp 5/20/26, 1:15 AM

Size 48GB

Snapshot the virtual No

machine's memory

Quiesce guest file No

system

Figure 70 - ESXi snapshot visible in Snapshot Manager.

@ ch
File Edit Format View Help
Created after the Chapter 1@ Snapshot

T S S

N

Ln1, Col 38 100%  Windows (CRLF) UTF-8
SVl = . T

HJl © Type here to search m g . | A Rain...

Figure 71 - Test marker file created inside the guest after snapshot.

Task Name T Target T Status T

Revert snapshot @ win10-hp13-01 ) Completed

Figure 72 - vCenter snapshot revert task completed successfully.
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Build YT vb,

HJll © Type here to search it "3 v & 5C  ~ e E;JFG

Figure 73 - Guest marker file removed after reverting the ESXi snapshot.

& win10-hp13-01 > B3 & & | !acTions

Summary Monitor Configure Permissions Datastores Networks Snapshots Updates

TAKE SNAPSHOT...

Mo snapshot available

Figure 74 - ESXi Snapshot Manager clean after snapshot deletion.

Take Snapshot

Mame RAM  Date/Status Description

D) ch10_before_marker No 2026-05-18 10:24:40 Chapter 10 snapshot before guest marker test
J NOW You are herel

Figure 75 - Proxmox snapshot created and listed for *VM 102".
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Computer

D

L

Lubuntu Manual e

Network
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_snapshot.txt

111

Trash (Empty)

Figure 76 - Test marker created inside the Proxmox guest after snapshot.

>

© Not secure  hps://10.0.10.141:8006/?console=kvm&novnc=18&vmid=102&vmname=Ilubuntu-vm-01-clone&node=hp 148&resize=off8cmd=

Computer

o

=]

Lubuntu Manual

Network

|

student

a

Trash (Empty)

Figure 77 - Guest marker removed after Proxmox snapshot rollback.
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11. Templates

Concept

A VM template is a prepared virtual machine image used as a repeatable starting point for new VMs.
Instead of installing the operating system and applying the same base configuration every time, the
administrator prepares one clean source VM, converts or clones it into a template, and then deploys
new VMs from that template.

Templates are useful when many similar VMs are needed, because they reduce manual work and make
the deployed machines more consistent. The lab template was kept as a clean base image for repeated
deployment. In production, Windows templates are normally generalized with Sysprep and Linux
templates are cleaned so they do not carry duplicated identity values such as stale SSH host keys or
/etc/machine-id.

For this lab, the proof is:

e aclean source VM was cloned into a template;

e anew VM was deployed from that template;

e the deployed VM appeared as a normal VM;

e thetemplate remained available for future deployments.

VMware ESXi (+ vCenter)

Implementation result: VM win10-hp13-01-clone was cloned to template winl@-template-01 using Clone
> Clone to Template in vCenter, preserving the original VM. A new VM win1@-from-template-01 was then
deployed from winle-template-01 onto datastore HP13-vmstore. The deployment completed
successfully, the new VM appeared in the vCenter inventory, and it booted to the Windows desktop with
the expected hostname and IP configuration.

Proxmox VE

Outcome: on HP14, the existing Lubuntu VM was cloned into disposable vM 110, VM 110 was converted
into a Proxmox template, and template 110 was cloned intoVM 111.VM 111 appears as a normalVM in
the Proxmox inventory, while template 110 remains visible and reusable.
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Comparison

VIRCL

Main Ul entry
point

Template
behavior

Safest lab
approach

Deployment
operation

Guest
customization

Main risk

Best practice

vCenter VM context menu: Clone >
Clone to Template or Template >
Convert to Template.

Template is a separate inventory object
when cloned to template; itis deployed
through New VM from This Template.

Clone an existing VM to a template so
the original VM stays usable.

Deploy a new VM from template through
the vCenter wizard.

vCenter can use customization
specifications, especially for
Windows/Sysprep workflows.

Converting the wrong VM to a template
removes it from normal powered-on VM
use until converted back or cloned.

Patch and generalize the source VM
before templating; keep templates clean
and versioned.

Impediments / lessons learned

Proxmox VM context menu: Convert to
template, then clone from the template.

Template is a VM marked as a template;
it cannot be started directly and is used
as a clone source.

Clone an existing VM to a disposable
source first, then convert only that
disposable source into a template.

Clone the template into a new VM ID,
usually as a full clone for independence.

Proxmox usually relies on manual
cleanup, cloud-init images, or post-
clone guest changes.

Converting a VM to template is
irreversible without cloning back — the
source VM can no longer be started
directly. Always convert a disposable
clone, not the only working copy.

Use a minimal clean source, prefer
cloud-init for scalable deployments, and
give cloned VMs unique identity/network
settings.

Atemplate is not a backup. It is a deployment source and was protected through the separate
backup/export workflow.
Do not convert the only useful VM directly into a template. Create a disposable clone or use the
platform's clone-to-template workflow.

Template creation alone is not sufficient proof — a working VM must be deployed from the template
to demonstrate it functions as a repeatable deployment source.

Guest identity matters after deployment. Two cloned VMs may share hostname, machine ID, or
Windows SID unless the guest is generalized.
For this project, a full clone from the template is easier to explain than a linked clone because the
deployed VM is independent from the template storage chain.
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Implementation walkthrough screenshots

0 &8 8
v [ 10.0.10.132
v VIRCL-DC

>

Discovered virtual machine
vCLS

ubuntu-hp15-01
win10-hp13-01
win10-hp13-01-clone

>

S

win10-template-01

Figure 78 - ESXi VM template visible in the vCenter inventory.

Task Name T Target T Status

Clone virtual machine @ win10-template-01 @ Completed

Figure 79 - vCenter deployment from template completed successfully.
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v [E 10.0.10.132
v VIRCL-DC

v [ VIRCL-Cluster
® 10.0.10.131
® 10.0.10.151
&% ubuntu-hp15-01
& vCSA-hpl3
@ win10-hp13-01
7 win10-hp13-01-clone

Figure 80 - VM deployed from ESXi template visible in inventory.

vm-from-template-01 Enforce US Keyboard Layout | View Fullscreen | Send Ctri+Alt+Delete

Figure 81 - VM deployed from ESXi template booted with hostname and IP.
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Target node: hpl14 Mode:

VM ID: 111 Target Storage:

Name: lubuntu-from-template-01

Resource Pool:

© Help

Figure 82 - Proxmox template clone dialog for new " VM 111".

X PROX MO X virtual Envionment 9.1.9 [ Creale VM @ Creale CT | & root@pam . |

Sesver View ® Virtual Machine 110 (lubuntu-template- source) on node hp14' » Start > Console [ | more + [EIEEN

= Datacenter
B hptd

100 (tiny-linux-vm-01) >_ Console

101 (lubuntu-vm-01) [ Hardware

&  Remove
102 (lubuntu-vm-01-clone) i
& Cloud-nit

& Summary Clone
[@ Convert to template
% | Manage HA

110 (lubuntu-template-source)
81 localnetwork (hp14) £ Options

£ local (hp14) E Task History
= local-vm (hp14)

@ Monitor
=[] vmdata (hp14)

Backup
2 Replicalion
9 Snapshots
U Firewall

" Permissions

Figure 83 - Proxmox menu option used to convert VM 110" into a template.

X PRO > MO X virtual Environment 9.1.9 [JCrestleVM @ CreateCT | & rooi@pam - |

Server View B \irual Machine 110 (lubuntu-template-source) on node hp14' s More

58 Datacenter
B @ Somar
100 (tiny-linux-vm-01) L] Hardware
101 (lubuntu-vm-01) & Cloud-Init lubuntu-temp
102 (lubuntu-vm-01-clone) & Options
B 110 (lubuntu-template-source) 9 HA State
g82 localnetwork (hp14) B Task History B Node
£ [ local (hp14) Backup
£ []locak-vm (hp14)

i} Processors 2

2 [] vmdata (hp14) &= Memory 4.00 GiB
U Firewall

43 Replication

& Bootdisk size 40.00 GiB
o' Permissions

Figure 84 - Proxmox template icon confirming “VM 110" became a template.
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X PRO>XMO X Virtual Environment 9.1.9 i Creale VM @ Creale CT | & root@pam ~ |

SenVicw %/ Virtual Machine 111 (lubuntu-from-template-01) on node ip1d" » Start >_ Console| v More «
B8 Datacenter
B @ S
100 (finy-linux-vm-01) >_ Console -
101 (lubuntu-vm-01) [ Hardwars ubunt-To SEE
102 (lubuntu-vm-01-clone) ;
& Cloud-Init :
111 (lubuntu-from-template-01) i Status stopped
£ 110 (lubuntu-template-source) # Options. @ HA State none
g5 localnetwork (hp14) B3 Task History H Node hp14
£ il local (hp14)
£ [locaHvm (hp14)
&[] vmdata (hp14) Backup &= Memory usage 0.00% (0 B of 4.00 GiB)

@ Monitor £ CPU usage 0.00% of 2 CPU(s)

3 Replication &= Host memory usage 0B

9 Snapshots & Bootdisk size 40.00 GiB

U Firewall IPs No Guest Agent configured

o' Permissions

® CPU usage

Figure 85 - Proxmox “VM 111" created successfully from template.
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12. Remote storage

Concept

Remote storage lets VM files live on the CLOIF2 NAS instead of only on local disks inside HP13-HP16.
This is required before storage migration, backup-to-NAS workflow, and clustering/high-availability
tests make sense. It also separates VM storage from the local hypervisor disks, which is closer to how
shared storage is used in production virtualized environments.

Protocol decision

Selected protocols: NFS +iSCSI.
Reasoning:

e NFSis the fastest practical path for the lab. It is file-based, simple to export from Unraid, and usable
by both VMware ESXi/vCenter and Proxmox VE as shared storage.

e iSCSI gives the required contrast with NFS: block storage instead of file storage. ESXi can place
VMFS on an iSCSI LUN, and Proxmox can use iSCSI directly or with LVM on top.

e SMB/CIFSis not selected as a main hypervisor datastore protocol. It remains useful for normal NAS
file access and ISO copying, but it is weaker for the ESXi datastore side and would not demonstrate
the storage model as cleanly as NFS +iSCSI.

e Unraid note: SMB and NFS are standard Unraid share services. iSCSI is available through the Unraid
Community Applications plugin. Both NFS and iSCSI were configured successfully on CLOIF2 for
both the ESXi/vCenter and Proxmox VE sides.

VMware ESXi (+ vCenter)

The ESXi/vCenter side uses CLOIF2 as remote storage through NFS and iSCSI. The walkthrough shows:

e vmkping connectivity from HP13 and HP15 to the NAS.

o NFS datastore creation through the vCenter datastore wizard.
e The datastore creation task completing successfully.

e The datastore visible from HP13 and from both ESXi hosts.

e Awrite test proving the datastore is usable.

e iSCSI software adapter creation.

e SCSI target discovery and LUN visibility.

e VMFS datastore creation on the iSCSI LUN.

e FinaliSCSI| datastore summary in vCenter.
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Proxmox VE

HP14 uses dedicated Unraid storage objects for the Proxmox-side configuration:

Prot

Share vircl-proxmox-nfs, export File-based remote VM
cloif2-proxmox-nfs
/mnt/user/vircl-proxmox-nfs storage
Targetiqn.2026-
. g. . cloif2-proxmox-iscsi + cloif2- Block-based remote
iSCSI  05.vircl.team4:proxmox-hp14, .
proxmox-iscsi-lvm VM storage

FilelO iscsi\_proxmox\_hp14

The walkthrough shows:

e The Unraid share was created specifically for Proxmox to avoid confusion with the team/general or
ESXi-side share.

e NFS was enabled with private security and restricted to HP14.

e HP14 could see the export using showmount -e 10.0.13.4.

e Proxmox added the export as storage ID cloif2-proxmox-nfs.

e Proxmox marked the storage as shared and enabled.

e df-h showed the mounted NFS filesystem.

e Afile named proxmox-write-test.txt was created on the mount, proving write access.

e A Proxmox-only iSCSI target was created instead of reusing the existing iscsi\_cloif target that was
already mapped to VMware/Microsoft.

e HP14'sinitiatorign.1993-08.org.debian:01:fb284f7ddd91 was mapped to the Proxmox iSCSI target.

o Adedicated FilelO volume iscsi\_proxmox\_hp14 was created and mapped as LUN 0.

e Proxmox added the target as cloif2-proxmox-iscsi.

e Proxmox added LVM on top as cloif2-proxmox-iscsi-1lvm, which is the usable VM disk storage.
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Comparison

Storage object
name

Client verification = vmkping, datastore visibility, write test

NAS platform CLOIF2/ Unraid CLOIF2/ Unraid

Main protocol NFS +iSCS| NFS +iSCSI

shown

Management vCenter datastore wizard Proxmox I?atacenter storage
path configuration

Proxmox storage IDs cloif2-proxmox-nfs,
vCenter datastore / VMFS datastore cloif2-proxmox-iscsi, cloif2-proxmox-
iscsi-lvm

showmount, df -h, write test, iISCSI target

+ LVMvisible

Complete: target, FilelO LUN, initiator
Current iSCSI Complete: target, LUN, VMFS datastore p. g .

mapping, Proxmox iSCSI and LVM
status and summary shown

storage shown

Impediments / lessons learned

Naming matters. The Proxmox share was named vircl-proxmox-nfs and the Proxmox storage ID
was named cloif2-proxmox-nfs so it cannot be confused with Andrea's ESXi work or the general
vircl-team4 share.

NFS is the right first remote-storage protocol in this lab because it is quick to validate end to end on
both platforms.

iSCSI is now complete on both sides. On Proxmox, the important detail is that the raw iSCSI target is
not the final usable VM storage by itself; LVM was added on top of the LUN.

The existing CLOIF iSCSI backstore iscsi\_cloif was not reused for Proxmox because it was already
mapped to VMware/Microsoft. A separate Proxmox-only FilelO volume avoided unsafe multi-
system writes to the same block device.

The Unraid iSCSI plugin Ul is not very explicit: the FilelO volume must be created on the FilelO tab
first, then attached as a LUN, then mapped to the initiator. The mapping field required the full
fileio;iscsi_proxmox_hp14 value.

Andrea Girotto | Guilherme Videira Marques | 78 Team 4 - VIRCL



bts >>
cloud computing VIRCL

Implementation walkthrough screenshots

2 CLOIF2-NFS | :acTions

Summary Manitor Configure Permissions Files Hosts WMs

Alarm Definitions Connectivity with Hosts
Scheduled Tasks

General Host v | Datastore Connectivity T

Device Backing [ 10.010.151 Connected

Connectivity with Hosts A 10.0.10.131 Connected

Hardware Acceleration

Capability sets

Figure 86 - CLOIF2 NFS datastore visible to both ESXi hosts.

B CLOIF2-NFS | :actions

Summary  Monitor  Configure  Permissions  Files  Hosts  VMs
Q )
NEW FOLDER ~ UPLOAD FILES  UPLOAD FOLDER
pr——y O | Name v | Size vy | Modified v | Type v | Path v
vSphere-
&) FOM-c143a2fc-bOBd-dfcd-8396-01 O B vsphere-HA 05/20/2026, 10:42:00 AM Folder [CLOIF2-NFS] vSphere-HA
0! D cuipg 245178 KB 05/20/2026, 1:30:20 AM File [CLOIF2-NFS] guijog

Figure 87 - ESXi NFS write test proving datastore access.

Storage Adapters
ADD SOFTWARE ADAPTER v REFRESH RESCAN STORAGE RESCAN ADAPTER

Adapter v | Model v | Type v | status v | Identifier v | Targets v | Devices v | Paths T

w

O & vmhbao HPE E208-p SR Genl0 SAS Unknown - 2 3

& wvmhba64 i Software Adapter ! 9 1

e

Properties Devices Paths Dynamic Discovery Static Discovery Network Port Binding Advanced Options

REFRESH

[ Name LUN Type Capacit Datastore Operational State Hardware Drive Type Transport
T T P T pacity T T P T Acceleration T ype T p

G LIO-ORG iSCSI Disk (naa.6001405dd0bd0 o] disk 20.00GB Not Consumed Attached Supported HDD ISCS

1fd47049d29b36357a7)

Figure 88 - iSCSI LUN visible from the ESXi storage adapter.
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New Datastore Ready to complete x

Review your selections before finishing the wizard

1 Type v Name and device selection
i Datastore name CLOIF2-iSCS|
2 Name and device selection
Disk/LUN LIO-ORG iSCSI Disk (naa.6001405dd0bd01fd47049d29b36357a7)

v VMFS version

. Version VMFS 6
4 Partition config

w Partition configuration
5 Ready to complete .
Datastore size 20.00GB

Partition format GPT
Block size 1MB
Space reclamation 1MB
granularity

on the LUN at low priority

or unmapped blocks are reclaimed

Space reclamation
priority

CANCEL ‘ BACK |m

Figure 89 - ESXi iSCSI datastore created successfully.

X DRD MD Virtual Environment 9.1.9

Server View bd Datacenter

£8 Datacenter
B hp14
(o}

100 (tiny-linux-vm-01)
101 (lubuntu-vm-01) &
0

Add
Sear

ID Content Path/Target
Summary

cloif2-proxmox-iscsi Disk image iqn.2026-05.vircl.tea...
102 (lubuntu-vm-01-clone) Notes

cloif2-proxmox-iscsi-lvm Disk image, Container
111 (lubun om-template-01) Cluster oltep ’ 2 o d

112 (lubuntu-vm-01-clone) cloif2-proxmox-nfs NFS Disk image /mnt/pve/cloif2-prox...

[:b 110 (lubuntu-template-source) @ Ceph local Directory Backup, Import, ISO image, Cont... Ivarl/lib/lvz
localnetwork (hp14) Options local-lvm LVM-T... Disk image, Container

£ cloif2-proxmox-iscsi (hp14) Storage vmdata LVM-T...  Disk image, Container
%D cloif2-proxmox-iscsi-lvm (hp14)

Back
(] cloif2-proxmox-nfs (hp14) i

Figure 90 - Final Proxmox storage list with iSCSI and LVM entries.
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X PRO>XMO X virtual Environment 9.1.9

Server View

L Datacenter

E£2 Datacenter
Add
% hp14
B het 7 Q, Search
100 (tiny-linux-vm-01) [} Type Content Path/Target
101 (lubuntu-vm-01) Summary

102 (lubuntu-vm-01-clone)

N cloif2-proxmox-iscsi iSCSI Disk image iqn.2026-05.vircl.tea. ..
otes
cloif2-proxmox-nfs NFS Disk image Imntipvelcloif2-prox...

o w

111 (lubuntu-from-template-01) Cluster
(s o local Directory Backup, Import, I1SO image, Contai...

[£2 110 (lubuntu-template-source)
localnetwork (hp14)

3

Ceph local-lvm LVM-Thin  Disk image, Container

Options vmdata LVM-Thin Disk image, Container

([ -]

%) cloif2-proxmox-iscsi (hp14) G
£ (] cloif2-proxmox-nfs (hp14)
£ (i local (hp14)

£ (] local-vm (hp14)

£ (] vmdata (hp14)

JiL:]

Backup

v

Replication

5

Permissions
& Users

& API Tokens
&, Two Factor
& Groups
¥ Pools

# Roles

Figure 91 - Proxmox iSCSI storage visible after configuration.

Add
ID ] Type Content Path/Target Enabled

cloif2-proxmox-nfs NFS Disk image Imnt/pve/cloii2-proxmox-nfs

local Directory Backup, Import, ISO image, Container template fvarfliblvz

local-ivm LVM-Thin image, Container

vmdata LVM-Thin image, Container

Figure 92 - CLOIF2 NFS storage visible in Proxmox.
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Share name:

Comments:

Minimum free space:

Share status:

Exclusive access:

Primary storage (for new files and folders):

Allocation method:

Split level:

Included disk(s):

Excluded disk(s):

VIRCL

vircl-proxmox-nfs

27.3GB

Share is empty

No

Array

High-water

Automatically split any directory as required

All

None

Delete [ |: |

Figure 93 - Unraid NFS share settings used for Proxmox access.
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13. Live storage migration

Concept

Storage migration means moving a VM's virtual disk files from one datastore or storage backend to
another while keeping the VM definition and compute placement the same. The VM does not move to a
different host in this chapter; only its storage location changes.

This is useful when a datastore is running out of space, when storage must be replaced, or when a VM
must be prepared for another operation such as vMotion / hypervisor migration. When the platform
supports live storage migration, the VM can remain powered on while the disk is copied and switched
over.

VMware ESXi (+ vCenter)

The VMware side used vCenter Storage vMotion. VM win1@-hp13-01-clone stayed powered on while its
storage changed from hp13-vmstore to the remote CLOIF2-NFS datastore. vCenter showed the relocation
task in progress and then completed, and the VM summary confirmed the new datastore after
migration.

Proxmox VE

The Proxmox side used Disk Action — Move Storage on VM 111 (lubuntu-from-template-01). The VM
remained running on node hp14 while the active disk scsi0 moved from local storage vmdata to remote
storage cloif2-proxmox-nfs. The Proxmox task log showed the live mirror operation and ended with
TASK OK.

Comparison

vCenter Migrate wizard / Storage VM Hardware tab / Disk Action / Move
Tool used .

vMotion Storage
Test VM win10-hp13-01-clone 111 - lubuntu-from-template-01
Source storage hp13-vmstore vmdata
Destination storage CLOIF2-NFS cloif2-proxmox-nfs
VM state Powered on Running
Result Relocate task completed Move disk task ended with TASK OK
Main verification vCenter Recent Tasks and VM Summary  Proxmox task log, Hardware tab, and
point datastore VM Summary
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Impediments / lessons learned

e Storage migration moves only the VM's disk to a different storage location — the VM stays on the
same host. This is distinct from hypervisor migration, where the compute workload moves to a
different host.

e Shared or remote storage is important preparation for Chapter 14, because live host migration is
easier when the destination host can access the same datastore.

e On Proxmox, leaving Delete source unchecked keeps the old disk as Unused Disk 0. This is safe but
consumes storage until it is removed.

e The Proxmox iSCSI/LVM storage was available, but its capacity was close to the VM disk size. NFS
was selected for the live move to avoid a space-related failure during the lab run.

Implementation walkthrough screenshots

& win10-hp13-01-clone B oo @ : ACTIONS
Summary Monitor Configure Permissions Datastores MNetworks Snapshots Updates
T — [
— Guest 08 £ Microsoft Windows 10 (64-bit) 0O MHZ usea
‘E’——l——l VMware Tools Not running, not installed (@ Memory
DNS Name 5 0 MB usea
IP Addresses
Storage
Encryption Mot encrypted
LAUNCH REMOTE CONSOLE i @ 38.65 GB ua
| J oB
VIEW STATS
VM Hardware i PCI Devices i Related Objects
4 CPU(s), 0 MHz used L
e Cluster
Memory 8 GB, O GB memory active [ VIRCL-Cluster
Host
Hard disk 1 (of 2) 48 GB | Thin Provision @ HI 10.0.10.131
hp13-vmstore
See All Disks @ Networks
Network adapter 1 (of 2) VM Metwork (connected) | 00:50:56:b8 b 3:ff Mo PCl devices & VM Network
Storage
CD/DVD drive 1 Connactad E hpl3-vmstore
Figure 94 - ESXi VM running before live storage migration.
Task Name T Target T Status T
- - . = . e
Relocate virtual machine of _winl0-hpl3-0l-clone =) Completed

Figure 95 - ESXi storage migration task completed successfully.
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& win10-hp13-01-clone & & : ACTIONS
Summary Monitor Configure Permissions Datastores Metworks Snapshots Updates
— Power Status (i Powered On el
— Guest 05 £ wicrosoft wi (64-bit) 1117 GHZ uees
IE/——I——I VMware Tools Not running, not installed (D) Memory
DNS Name @ 6 GB used
IP Addresses.
Storage
Encryption Not encrypted
| LauncHremoTE console | @ ry 13 @ 26.87 GB wea
&7 @
VIEW STATS
VM Hardware = PCI Devices = Related Objects
cpU 4 CPU(s), 7 MHz used Cluster
() VIRCL-Cluster
Memory 8 GB, 6 GB memory active Host
0 5
Hard disk 1 (of 2) 48 GB | Thin Provision (D) [ 10010431
CLOIF2-NFS @ Networks
See All Disks S -
No PCl devices @ VM Network
Network adapter 1 (of 2) VM Network (connected) | 00:50:56:b8:b3:if Storage
E CLOIF2-NFS
CIPN Ariva 1 e o

Figure 96 - ESXi VM summary confirming the new datastore after migration.

x PROXMO Virtual Environment 9.1.9

Sevenview # | Virtual Machine 111 (lubuntu-from-template-01) on node 'hp14’

£ Datacenter
B hpi4 & Summary Add Detach Edit  Disk Action

100 (tiny-linux-vm-01) >_ Console £ Move Storage

Memory
101 (lubuntu-vm-01) B L Reassign Owner
102 (lubuntu-vm-01-clone)

& 111 (lubuntu-from-template-01)
112 (lubuntu-vm-01-clone) #¢ Options
[h 110 (lubuntu-template-source) = Task History

2 localnetwork (hp14)

Processors

+ Resize Move disk to another storage
BIOS

& Cloud-Init
Display Default

Machine Default (i440fx)
SCSI Controller VirtlO SCSI single
— i . @ Monitor
= cloif2-proxmox-iscsi (hp14)
£ (] cloif2-proxmox-iscsi-lvm (hp14) Backup

CD/DVD Drive (ide2) none,media=cdrom

Hard Disk (scsi0) vmdata:vm-111-disk-0,size=40G

1 DEmw:saOwEF

g[] cloif2-proxmox-nfs (hp14) 13 Replication
=0

Network Device (net0) virtio=BC:24:11:9B:D8:D3,bridge=vmbr0,firewall=1

Figure 97 - Proxmox " VM 111" disk location before storage migration.
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Move disk

Disk: scsi0

Target Storage: cloif2-proxmox-nfs

Format: QEMU image format (qcow2)

Delete source:

Move disk

Figure 98 - Proxmox Move Disk dialog with target storage selected.
Task viewer: VM 111 - Move disk

Output Status

& Download

mirror-scsi0: transferred 30.6 GiB of 40.0 GiB (76.53%) in 1m 40s
mirror-scsi0: transferred 32.0 GiB of 40.0 GiB (79.99%) in 1m 41s
mirror-scsi0: transferred 32.2 GiB of 40.0 GiB (80.37%) in 1m 42s
mirror-scsi0: transferred 32.2 GiB of 40.0 GiB (80.58%) in 1m 43s
mirror-scsi0: transferred 32.3 GiB of 40.0 GiB (80.78%) in 1m 44s
mirror-scsi0: transferred 32.4 GiB of 40.0 GiB (80.98%) in 1m 45s
mirror-scsi0: transferred 32.5 GiB of 40.0 GiB (81.17%) in 1m 46s
mirror-scsi0: transferred 32.5 GiB of 40.0 GiB (81.36%) in 1m 47s
mirror-scsi0: transferred 32.6 GiB of 40.0 GiB (81.57%) in 1m 48s
mirror-scsi0: transferred 32.8 GiB of 40.0 GiB (81.94%) in 1m 49s
mirror-scsi0: transferred 32.9 GiB of 40.0 GiB (82.17%) in 1m 50s
mirror-scsi0: transferred 33.0 GiB of 40.0 GiB (82.39%) in 1m 51s
mirror-scsi0: transferred 33.0 GiB of 40.0 GiB (82.61%) in 1m 52s
mirror-scsi0: transferred 33.1 GiB of 40.0 GiB (82.83%) in 1m 53s
mirror-scsi0: transferred 34.4 GiB of 40.0 GiB (85.88%) in 1m 54s
mirror-scsi0: transferred 38.1 GiB of 40.0 GiB (95.28%) in 1m 55s
mirror-scsi0: transferred 40.0 GiB of 40.0 GiB (100.00%) in 1m 56s, ready
all 'mirror' jobs are ready

mirror-scsi0: Completing block job...

mirror-scsi0: Completed successfully.

mirror-scsi0: mirror-job finished

adding source volume ‘vmdata:vm-111-disk-0' as 'unused0' to config
TASK OK

4 S —————

Figure 99 - Proxmox storage migration task completed successfully.
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Virtual Machine 111 (lubuntu-from-template-01) on node 'hp14' @ shutdown »_ Console More Help

& Summary Hour Maximum  Average

>_ Console a

[ Hardware
& Cloud-Init

i Status running
£ Options @ HA State none
= Task History B Node hp14
@ Monitor {i} CPU usage 19.32% of 2 CPU(s)
Backup &% Memory usage (1.76 GiB of 4.00 GiB)
13 Replication &% Host memory usage 2.04 GiB
% Snapshots & Bootdisk size 40.00 GiB

U Firewall =IPs No Guest Agent configured

o' Permissions

CPU usage

Figure 100 - Proxmox * VM 111" still running after storage migration.
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14. Live hypervisor migration

Concept

Live hypervisor migration moves a running virtual machine from one physical host to another. The VM
keeps running while the hypervisor transfers the active compute state to the destination host. This is
useful for maintenance, load balancing, and host replacement because services can remain available
while the underlying server changes.

In this project, the feature is demonstrated differently on each platform:

e VMware ESXi uses vCenter vMotion between HP13 and HP15.
e Proxmox VE requires HP14 and HP16 to be members of the same Proxmox cluster before a VM can
be live-migrated between nodes.

Cross-hypervisor migration between ESXi and Proxmox is not treated as live migration. That case is
documented as an export/import or backup/restore path, because the platforms use different
management stacks and VM formats.

VMware ESXi (+ vCenter)

The ESXi side was completed with vCenter vMotion. The VM win10-hp13-01-clone was moved from HP13
to HP15 while powered on. The VM disk stayed on the shared CLOIF2-NFS datastore, so the migration
changed only the compute host.

Proxmox VE

The Proxmox side was completed with an online migration from HP14 to HP16. HP14 and HP16 were
first joined into the Proxmox cluster vircl-team4, because Proxmox migration targets are cluster nodes.
During the setup, a storage configuration issue appeared on HP16 because HP14-only LVM storages
were visible cluster-wide. Those storages were restricted to hp14, while the shared NFS storage cloif2-
proxmox-nfs was left available for both nodes.

VM 111 was used as the migration test VM because its active disk was already on cloif2-proxmox-nfs.
The task completed with TASK OK, and vM 111 appeared under HP16 while remaining powered on.

After the first migration, HP16 remained in an unreliable/unknown GUI state. The node was removed
from the cluster and cleaned without reinstalling Proxmox.

The recovery included backing up VM 111’s configuration, removing stale Corosync and /etc/pve/nodes
state, and cold-starting HP16 after a stuck iISCSI daemon prevented normal service shutdown. HP16
was then rejoined through the Proxmox GUI. The recovered cluster showed vircl-team4 at configuration
version 4 with both HP14 and HP16 healthy. VM 111 was restored from its saved configuration and
started successfully on HP16.
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Comparison

Migration prerequisite

Management layer vCenter Proxmox VE cluster
Source host HP13 HP14
Destination host HP15 HP16
Shared storage used CLOIF2-NFS cloif2-proxmox-nfs

vMotion enabled on both ESXi

Both Proxmox nodes joined in one cluster
hosts

Current status Completed Completed

Impediments / lessons learned

ESXi vMotion required vMotion traffic to be enabled on both VMkernel adapters and required the VM
to avoid an inaccessible ISO mounted from HP13-only storage.

Proxmox migration requires both nodes to be in the same cluster. This section uses the cluster
solely as a migration prerequisite; full cluster configuration and HA are covered in section 17.

After HP16 joined the Proxmox cluster, cluster-wide storage configuration exposed HP14-only LVM
storage to HP16. This caused the error no such logical volume pve/data. The fix was to restrict
HP14-only storages to node hp14.

The Unraid NFS export initially allowed only HP14, so HP16 received mount.nfs: access denied by
server. The NFS rule was extended to include 10.0.10.161.

Shared storage is the cleanest path for live migration on both platforms. In this lab, NFS from
CLOIF2 is the common shared storage used for the migration result.

Proxmox node removal is not a normal GUI workflow. HP16 had to be removed and rejoined using a
mix of GUIl inspection and shell cleanup. The final lesson was that cluster traffic is cleaner when
separated from normal/storage traffic using a second NIC or VLAN, while the lab cluster used the
assigned 10.0.10.x LAN1 addresses.
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Implementation walkthrough screenshots

& win10-hp13-01-clone

Summary Monitor Configure

l LAUNCH REMOTE CONSOLE I @
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VM Hardware

CcPU
Memory

Hard disk 1(of 2)

Network adapter 1 (of 2)

TP Ariva 1
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B CLOIF2-NFS

Figure 101 - ESXi VM running on HP13 before vMotion.

T

Relocate virtual machine

Andrea Girotto | Guilherme Videira Marques

Target T

@ win10-hp13-01-clone

Status

&) Completed

Figure 102 - vCenter vMotion task completed successfully.
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& win10-hp13-01-clone (s I ACTIONS
Summary Monitor Configure Permissions Datastores MNetworks Snapshots Updates
— Power Status (7 Powered On i
— Guest 05 £¥ Microsoft Windows 10 (64-bit) 39 MHZ uses
IE/—J——I VMware Tools Not running, not installed (@ Memory
LT
DNS Name |:.!1| 327 MB used
IP Addresses
Storage
Encryption Not encrypted
LAUNCH REMOTE consoLe | @ = @ 28.07 GB usea
| | £ B0
VIEW STATS
VM Hardware EH PCl Devices EH Related Objects
cpu 4 CPU(s), 39 MHz used Cluster
[l VIRCL-Cluster
Memory 8 GB, 0 GB memory active TTont
0 -
Hard disk 1(of 2) 48 GB | Thin Provision (D . 10.0.10.151
CLOIF2-NFS @ Networks
See All Disks , & v work
No PCl devices = VM Networ
Network adapter 1 (of 2) WM Network (connected) | 00:50:56:b8:b3:ff Storage
= _CLOIF2-NFS

FTVPTY Arive 1 a

Figure 103 - ESXi VM running on HP15 after vMotion.

x PRO>XMO X Virtual Environment 9.1.9

Server View | Datacenter

=8 Datacenter (vircl-team4)

> B hpt14 Q, Search

> [ hp16 . -
& Summary Join Information

[J Notes Cluster Name:  virclHieamd Config Version: 2 Number of Node

= Cluster

L Nodename Link 0

& Options hpl4 10.0.10.141
£ Siorage hp16 10.0.10.161
B Backup

13 Replication

o' Permissions

& Users

& API Tokens

&, Two Factor

& Groups

Figure 104 - Proxmox cluster view with HP14 and HP16 before the nested node was added.
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Migrate VM 111 (lubuntu-from-template-01)

Source node: hp14 Target node: hp16

Mode: Online Conntrack state:

© Hel Migrate
P g

Figure 105 - Proxmox online migration dialog targeting HP16.

Task viewer: VM 111 - Migrate (hp14 ---> hp16)

Qutput Status

2026-06-02 21:20:26 starting migration of VM 111 to node 'hp16' (10.0.10.161)
2026-06-02 21:20:26 starting VM 111 on remote node 'hp16'
2026-06-02 21:20:29 start remote tunnel
2026-06-02 21:20:30 ssh tunnel ver 1
2026-06-02 21:20:30 starting online/live migration on unix:/run/qgemu-server/111.migrate
2026-06-02 21:20:30 set migration capabilities
2026-06-02 21:20:30 migration downtime limit: 100 ms
2026-06-02 21:20:30 migration cachesize: 512.0 MiB
2026-06-02 21:20:30 set migration parameters
2026-06-02 21:20:30 start migrate command to unix:/run/gemu-server/111.migrate
2026-06-02 21:20:31 migration active, transferred 719.8 MiB of 4.0 GiB VM-state, 750.1 MiB/s
2026-06-02 21:20:32 migration active, transferred 1.4 GiB of 4.0 GiB VM-state, 754.9 MiB/s
2026-06-02 21:20:33 migration active, transferred 2.1 GiB of 4.0 GiB VM-state, 730.8 MiB/s
2026-06-02 21:20:34 migration active, transferred 2.8 GiB of 4.0 GiB VM-state, 849.6 MiB/s
2026-06-02 21:20:35 average migration speed: 822.6 MiB/s - downtime 119 ms

35 migration completed, transferred 3.8 GiB VM-state

35 migration status: completed
2026-06-02 21:20:35 stopping migration dbus-vmstate helpers
2026-06-02 21:20:35 migrated 0 conntrack state entries
2026-06-02 21:20:37 flushing conntrack state for guest on source node
2026-06-02 21:20:39 migration finished successfully (duration 00:00:13)
TASK OK

Figure 106 - Proxmox online migration task completed successfully.
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&8 Datacenter (vircl-team4)
E> hp14
100 (tiny-linux-vm-01)
101 (lubuntu-vm-01)

102 (lubuntu-vm-01-clone)

112 (lubuntu-vm-01-clone)
Dj 110 (lubuntu-template-source)
localnetwork (hp14)

% cloif2-proxmox-iscsi (hp14)

g[l cloif2-proxmox-iscsi-lvm (hp14)
%D cloif2-proxmox-nfs (hp14)
= [l local (hp14)
=[] local-lvm (hp14)
=[] vmdata (hp14)
Eb hp16
:‘ 111 (lubuntu-from-template-01)
222 |ocalnetwork (hp16)
cloif2-proxmox-nfs (hp16)
local (hp16)

€

Figure 107 - Proxmox VM 111" running on HP16 after online migration.

X PROXMO Virtual Environment 9.1.9 Ld Create VM @@ Create CT & root@pam

Server View & Datacenter i BulkActions

£8 Datacenter (vircl-team4)

E AR Q Search
B nhp1e D ... Content Path/T... ... Enable Bandw...
& Summary

G cloif2-proxmox-iscsi Disk image ign.20...
otes
cloif2-proxmox-iscs... ... Diskimage, C...

L cloif2-proxmox-nfs ... Disk image /mnt/p...

Options local-lvm ...  Diskimage, C...

@ Ceph local ... Backup, Impo... /varflib/ivz
&
-]

Storage vmdata ... Diskimage, C...

Backup

Figure 108 - Shared NFS storage enabled for Proxmox migration.
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15. Users and permissions

Concept

Users and permissions control who can log in to the virtualization platform and what actions they are
allowed to perform. The important idea is that access is not only attached to a user account. Itis the
combination of an identity, a role, and a scope.

In this project, both platforms were tested with a temporary read-only account. The account had
enough rights to view inventory and status information, but not enough rights to change VM or host
configuration. This proves that the management layer can separate observation from administration.

VMware ESXi (+ vCenter)

The ESXi/vCenter side was completed in vCenter at https://10.0.10.132. Atemporary SSO user
Viewer@vsphere.local was created in the vsphere.local domain. The built-in Read-Only role was
assigned on the VIRCL-DC datacenter object with propagation enabled, so the permission applied to
the child cluster, hosts, and VMs.

The account was then used for a verification login. The inventory was visible, but write actions such as
VM power operations and settings changes were unavailable. After the screenshots were captured, the
permission was removed and the temporary user was deleted.

Proxmox VE

The Proxmox side was completed from the HP14 Proxmox GUI in the vircl-team4 cluster. A temporary
local Proxmox user viewer@pve was created in the pve realm. The built-in PVEAuditor role was assigned
at the Proxmox datacenter root path / with propagation enabled.

Because HP14 and HP16 are members of the vircl-team4 cluster, the user and ACL entry applied to the
cluster-wide Proxmox view. The verification login as viewer@pve showed that the account could see the
datacenter, both nodes, storage entries, and VMs. Administrative actions were unavailable: on vM 111,
hardware-add options and VM actions such as start, shutdown, and migrate were greyed out. After
verification, the temporary user was removed.
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Comparison

VIRCL

Identity format
Identity source
Read-only role

Permission
scope

Propagation

Verification
method

Cleanup order

Viewer@vsphere.local
vCenter SSO domain vsphere.local

Read-Only

Datacenter object VIRCL-DC

Enabled to include child objects

Log in as viewer and confirm inventory
visible, write actions blocked

Permission removed before SSO user
deletion

Impediments / lessons learned

viewer@pve
Proxmox local pve realm

PVEAuditor

Datacenter root path /

Enabled to include child paths

Log in as viewer and confirm cluster
resources visible, write actions blocked

Temporary Proxmox user deleted after
testing; no viewer@pve permission was
kept

e vCenter permissions depend on three parts: user, role, and inventory object. Missing propagation
can make the datacenter visible while hiding the objects below it.

e Proxmox permissions use paths such as/ and user IDs with realms such as viewer@pve. The realm
is part of the username and must be selected correctly at login.

e ESXi/vCenter uses the term permission for the user-role-object assignment. Proxmox uses ACL
entries for the same concept.

e Built-in read-only roles are useful because they make the result easy to verify: the user can inspect
resources but cannot modify them.

e Temporary accounts were cleaned up after the screenshots so the lab environment was leftin the
same state as before.

Implementation walkthrough screenshots

Users and Groups
Users Groups

Domain

Find

O Kk

QO | Administrator

(O | krbtgt/VSPHERE.LOCAL

T

vsphere.local [6)

First Name v | LastName v | Email

Administrator vsphere local

[ O | Viewer

John Viewer l

escription v | Locked v | Disabled v | Domain v

No No vsphere.local

No No vsphere.local
No No vsphere.local

No No vsphere.local

Figure 109 - vCenter local user created for permission testing.
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Add Permission | VIRCL-DC X

Comain vsphere.local

User/Group Viewer v

Role Read-only

Propagate to children

CANCEL

Figure 110 - vCenter permission assignment dialog for the test user.

¢ [210.010131 | :acriows

i) B @ Suwnwy  Moshor  Configme  Pemmstins  VME  Damstores  Memeorks  Updstes
v B wooam
« Bl VIRCL-DC Issues and Alarms
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st hardwre objects.

® w0108

& ubuntu-hpiS-01 B e R scton
& vCSA-hp13

& vm-from-template-01
@ win10-hp13-01

VIEW ALL ISSUES (6)

& win10-hp13-01-clone Host Details i Capacity and Usage e @
& win10-hp13-01-clone-ch09-restare Last updated at 924 AM
cPu 79 Gz free
Hypervisor P )
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L | )
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VIEw STATS
v RecentTasks  Alarms
S v | target v | st v | Do v | wmor v e G e 4 v | completonTime v | sorer .

Manage Calumns | A More Tosks

Figure 111 - vCenter login test with the restricted Viewer user.
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Datacenter

r (vircl-teamd4)
Add
Search
User name | | Enabled Expire
Summary
root Yes never

Notes )
viewer Yes never John Viewer

Q
8
]

Cluster

=)}

Ceph

Options

o =

Storage

WL

Backup

Figure 112 - Proxmox test user created for permission validation.

X PRO>XMO X Virtual Environment 9.1.9 create VM @ CreateCT | & root@pam |

Server View B Datacenter i BulkActions -

== Datacenter (vircl-teamd)
B> nho14
B hp16

Search
User/Group/AP| Token Role Propag.

Q
& Summary
viewer@pve PVEAuditor true
[J Notes
= Cluster
Ceph
Options
Storage
Backup
13 Replication
o Permissions

& Users

Figure 113 - Proxmox permission assignment created for the test user.

X PRO>XMQO X Virtual Environment 9.1.9

Server View o Datacenter

£ Datacenter (virc-teamd)
B o4 Q Search

B np1e Description Disk usage Memoryus . CPU usage Host CPU ...
& Summary

Search:

zone localnetwork (hp14) _
Notes
zZone localnetwork (hp16) B

Clust
uster node hp14 % 0.1% of 80 ... 46 days 11:1
node hp16 % 06% of80... 4days 13227

Options qemu 100 (tiny-linux-vm-01) -

Ceph

Storage qemu 101 (lubuntu-vm-01) _
Backup qgemu 102 (lubuntu-vm-01-clone) -
Replication qgemu 112 (lul -vm-01-clone) _
qgemu 110 (lubuntu-template-source) -

gemu 111 (lubuntu-from-template-01) 0.0 % 8 % 21.3% of 2 4 days 12:38 0.5% of 80

Permissions
& Users
& APl Tokens storage cloif2-proxmox-iscsi (hp14) _
& Two Facior storage cloif2-proxmox-iscsi-vm (hp14) 0.0 % .
4 Groups
W Pools

% Roles

storage cloif2-proxmox-nfs (hp14) 19.5 % _
storage local (hp14) 549 %
storage local-lvm (hp14) 00%

storage vmdata (hp14) 41%

0 @ @ @ @ w7

[} Reaims storage cloif2-proxmox-nfs (hp16) 195 %
P HA = storage local (hp16) 00%

% SDN

Figure 114 - Proxmox login test with the restricted viewer user.
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PROXMO Virtual Environment 9.1.9

b Virtual Machine 111 (lubuntu-from-template-01) on node 'hp 16" >_ Console

2 Datacenter (vircl-team4)
B hp14
B> hp16 I Hardware 4.00 GB
G 111 (lubuntu-from-template-01) & Cloud-Init 2 (1 sockets, 2 cores) [x86-64-v2-AES]
s () @ Options Default (SeaBIOS)
| cloif2-proxmox-nfs (hp16)
[iocal (hp16)

& Summary Add

Default
Default (i440fx)
VirtlO SCSI single

B Task History
@& Monitor

'D Snapshots none,media=cdrom

U Firewall cloif2-proxmox-nfs:111/vm-111-disk-0.qcow2, size=40G
virtio=BC:24:11:9B:D8:D3,bridge=vmbr0 firewall=1

Figure 115 - Proxmox correctly blocks a write action for the restricted user.
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16. Hypervisor patching

Concept

Hypervisor patching keeps the virtualization layer secure, stable, and supported. For this project, the
important result is the host's current patch/build state, the configured update mechanism, and the
practical limitation of applying patches in a shared lab where maintenance mode or reboot can
interrupt running VMs and other project work.

VMware ESXi (+ vCenter)

The ESXi side has patch-state verification for HP13 and HP15. The following SSH commands captured
the installed ESXi version, build number, and image profile:

esxcli system version get
esxcli software profile get

vSphere Lifecycle Manager was also opened and a compliance check was captured from the host
Updates workflow. Patch state was verified and documented; remediation was deferred to avoid
disrupting the shared lab environment and running VMs. The captured version and compliance data
confirm the hosts are at a known patch level and the update mechanism is functional.

Proxmox VE

The Proxmox side was completed on the clustered HP14/HP16 environment. Repository setup had
already been done during Chapter 1: enterprise repositories were disabled and the Proxmox/Ceph no-
subscription repositories were enabled. This section then verified the current update state in the
Proxmox GUl and used the node Updates -> Upgrade workflow.

HP16 showed pending updates in the GUI before patching, including Debian-origin packages and
Proxmox packages from the no-subscription repository. The upgrade task was started through the GUI
and completed with "Your System is up-to-date." HP14 was upgraded through the same workflow and
also completed with "Your System is up-to-date." Both nodes reported that a kernel update had been
installed and that a reboot was needed to activate the new kernel. After the upgrades, both Proxmox
nodes were rebooted in the lab.

Because HP14 and HP16 are members of the same Proxmox cluster vircl-team4, the operational
lesson is that Proxmox patching is node-local but cluster-aware: before rebooting a node, running VMs
and cluster health were checked. In production, the same approach keeps node reboots sequential.
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Comparison
Update vSphere Lifecycle Manager and ESXi Debian/APT repositories plus Proxmox
mechanism image profiles packages
Version esxcli system version get, esxcli software pveversion -v, APT repository and
verification profile get package status

Usually requires maintenance mode and  Usually runs through apt, with reboot

Applyi dat
PRiying Updates reboot required for kernel updates

HP14 and HP16 upgraded through the
Proxmox GUI; kernel reboot required and
nodes rebooted

Patch/build state captured; no

Lab stat - .
ab status remediation applied

Impediments / lessons learned

e Patching a hypervisor can disrupt VMs and cluster work. In the lab, patch-state verification is safer
than unplanned remediation.

e ESXiremediation through Lifecycle Manager normally requires maintenance mode and may require
moving or powering off VMs.

e Proxmox package updates are transparent through APT and the GUI Updates page, but kernel or
core Proxmox package updates still require careful reboot planning.

e Repository switching and patching are separate tasks. The Proxmox no-subscription repositories
were configured during deployment; this section documents the later update check, upgrade, and
reboot requirement.
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Implementation walkthrough screenshots

[root@hpl3:~] esxcli system version get
Product: VMware ESXi
Version: 8.0.2
Build: Releasebuild-23305546
Update: 2
Patch: 30
[root@hpl3:~] esxcli software profile get
(Updated) ESXi-8.0U2b-233055U46—standard
Name: (Updated) ESXi-8.0U2b-23305546-standard
Vendor: VMware, Inc.
Creation Time: 2026-05-06T08:U5:36
Modification Time: 2026-06-01T07:34:01
Stateless Ready: True
Description:

2026-05-06T08:45:35.451U462+00:00: The following VIBs are
installed:
vmware—+dm 8.0.2-23504390

Figure 116 - HP13 ESXi version output captured for patching verification.

[root@hpl5:~] esxcli system version get

Product: VMware ESXi

Version: 8.0.2

Build: Releasebuild-23305546

Update: 2

Patch: 30
[root@hpl5:~] esxcli software profile get
(Updated) ESXi-8.0U2b-23305546-standard

Name: (Updated) ESXi-8.0U2b-23305546-standard

Vendor: VMware, Inc.

Creation Time: 2026-05-11T08:09:32
Modification Time: 2026-06-01T08:36:40
Stateless Ready: True

Description:

2026-05-11T08:09:32.567571+00:00: The following VIBs are
installed:
vmware—+dm 8.0.2-23504390

Figure 117 - HP15 ESXi version output captured for patching verification.
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) Compliant

Host Compliance
() non-compliant baseline(s)
() unknown baseline(s)

O patches, ncluding O critical O secur

CHECK COMPLIANCE (checked 2 minutes ago) SCHEDULE

Figure 118 - vSphere Lifecycle Manager compliance result for ESXi patching.

x PROXMO X virtual Environment 9.1.9

Server View & Node hpi6'

£ Datacenter (vircl-team4)
B np14
B hpt6 & Summary Version

Package Description
[J Notes current new

Q, Search Refresh  >_ Upgrade

izl (= Origin: Debian (81 Items)
28 System base-files 13 8+deb1 . 138+deb1...  Debian base system miscellaneous files
= Network bash 52.37-2+b8 52.37-2+b9 GNU Bourne Again SHell
# Certificates bind9-dnsutils 102021-1... 1:.9.20231..  Clients provided with BIND 9
bind9-host 19.2021-1... 1:9.2023-1.. DNS Lookup Utility
bind9-libs 1:9.2021-1... 1:9.2023-1.. Shared Libraries used by BIND 9
busybox 1:1.37.06+.. 113706+ Tiny utilities for small and embedded systems

Q@ DNS
@ Hosts

L3 OpnTS curl L 8.14.1-2+d... command line tool for transferring data with URL syntax

© Time 247 L 24721+d..  GNU privacy guard - network certificate management service
= System I 0.66+deb1... 0.66+deb1... information about the distributions’ releases (data files)

2 Updates e2fsprogs 1.47.2-3+b10  1.47.2-3+b11  ext2/extd/ext4 file system utilities
@ FrmsEhiTis gnutls-bin 3.8.9-3+de.. 3.8.9-3+de... GNU TLS library - commandline utilities

apg 247-21+d.. 24721+ GNU Privacy Guard — malist public key operations

U Firewall =
gpg-agent 247-21+d.. 247-21+d... GNU privacy guard - cryptographic agent

=it gpgconf 24721+d.. 24721+d.  GNU privacy guard - core configuration ufilities
8 VM gpgsm 24721+d.. 24721+d..  GNU privacy guard - SIMIME version

0O LVM-Thin initramfs-tools 0.148.3 0.148.4 generic modular initramfs generator (automation)

B Directory initramfs-tools-bin 0.148.3 0.148.4 generic modular initramfs generator (binary tools)

7E8 amfs-tools-core 0.148.3 0.148.4 generic modular initramfs generator (core tools)

krb5-locales 12135 1.21.3-5+d... internationalization support for MIT Kerberos
@ Ceph libarchive13t64 3744 3.7.4-4+de..  Multiformat archive and compression library (shared library)
libc-bin 24112+de... 241-12+de... GNU C Library: Binaries
8 Task History libc-110n 241-12+de... 241-12+de..  GNU C Library: localization files
® Ssubscription libc6 241-12+de... 2.41-12+de. GNU C Library: Shared libraries

£3 Replication

Figure 119 - Available Proxmox updates shown before patching HP16.
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Copying kernel and creating boot-entry for 7.0.6-2-pve
Copying and configuring kernels on /dev/disk/by-uuid/ARSBE-TFI9A

Copying kernel and creating boot-entry for 6.17.13-13-pve

Copying kernel and creating boot-entry for 7.0.0-3-pve

Copying kernel and creating boot-entry for 7.0.6-2-pve
Processing triggers for pve-ha-manager (5.2.4) ...

Your System is up-to-date
Seems you installed a kernel update - Please consider rebooting
this node to activate the new kernel.

starting shell
root@hple:~# I

Figure 120 - HP16 Proxmox upgrade completed and requested reboot.

Figure 121 - HP14 Proxmox upgrade completed and requested reboot.

Andrea Girotto | Guilherme Videira Marques | 103 \ Team 4 - VIRCL



bts > VIRCL C<

17. Specialisation: Clustering

Team 4 selected Clustering as the project specialisation. The practical goal is to show how VMware
ESXi/vCenter and Proxmox VE can group multiple hypervisor hosts together, provide central
management, support live migration, and prepare for high availability.

This chapter covers the design decisions, implementation, screenshots, limitations, and presentation
flow for the clustering specialisation.

The final architecture uses nested virtualisation to reach a 3-node design on both platforms. The
ESXi/vCenter cluster uses HP13, HP15, and a nested ESXi VM running on HP14 Proxmox. The Proxmox
VE cluster uses HP14, HP16, and a nested Proxmox VM running on HP13 ESXi. The chapter follows this
design in its explanation: quorum first, then shared storage, live migration, HA placement, and the
limitations of nested nodes.

Requirement coverage

The project brief says that the specialisation must prove three things:

Where it is covered Verification / output

This chapter, especially the theory,
Understand and explain the P . .p y y Written explanation and
quorum, migration, HA, shared . .
concept . . . presentation slides
storage, and do's/don'ts sections

ESXi/vCenter and Proxmox VE vCenter/ESXi cluster screenshots,

Implementitin both . . . . . Proxmox cluster screenshots,
. implementation sections in this
hypervisors S— nested nodes, shared storage, and
P migration results
. Practical design rules and
Name do's and don'ts Do's and Don'ts section below g

limitations
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Architecture decision

The project has four physical HP servers and two required hypervisors. A simple split gives only two
physical nodes per platform:

e ESXi:HP13 and HP15.
e Proxmox: HP14 and HP16.

Thatis enough to demonstrate basic live migration, but it is weak for a clustering specialisation because
many cluster decisions depend on quorum. A two-node cluster can easily become ambiguous if one
node is isolated. To make the design stronger, each platform receives a third node by nesting it inside
the opposite hypervisor:

ESXi/vCenter HP13, HP15 esxi-nested HP14 Proxmox

Proxmox VE HP14, HP16 pve-nested HP13 ESXi

This creates a symmetrical cross-platform architecture: Proxmox hosts an ESXi VM, and ESXi hosts a
Proxmox VM.

Implementation summary

m Cluster implementation Practical proof

HP13 and HP15 are physical ESXi hosts

k vCenter three-host cluster view, vSphere
managed by vCenter. esxi-nested runs as

Vnyare an ESXi VM on HP14 Proxmox and is HA enableq, DRS fully autom.ated, shared
ESXi/vCenter L . datastore visibility, and vMotion result

visible in the vCenter cluster as between HP13 and HP15

10.0.10.143. )

HP14 and HP16 are physical Proxmox

. . pvecm status, three-node Datacenter

nodes in cluster vircl-team4. pve-nested view. shared CLOIF2 storage. online

Proxmox VE runs as a Proxmox VM on HP13 ESXi and ’ ge,

migration from HP14 to HP16, HA group

t inl third vote/wit -styl ;
acts mainly as a third vote/witness-style sTesll NesE-en

node.

Theoretical concept

A hypervisor cluster is a group of hosts managed as one environment. Instead of treating every server as
an isolated island, the administrator can place hosts into a shared management scope, attach common
storage, and move or restart workloads between hosts.

Important clustering concepts:

e Central management: one interface manages several hosts, VMs, permissions, and tasks.
e Live migration: a running VM moves from one host to another with minimal interruption. In VMware
this is vMotion; in Proxmox this is online migration.
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e High Availability (HA): if a host fails, the cluster can restart protected VMs on another host. This is
not instant live migration because the failed host cannot transfer the VM memory state.

e DRS/load balancing: workloads can be placed or moved based on resource pressure. VMware
exposes this through DRS; Proxmox can use HA groups and manual placement, with more
advanced scheduling depending on configuration.

e Quorum: the cluster needs enough votes to make decisions safely. Quorum prevents split-brain,
where separated nodes both believe they are allowed to control the same resources.

e Shared storage: VM disks must be visible to the target host for reliable migration and HA. Without
shared storage, the system either has to copy disks during migration or cannot restart the VM on
another host.

e Nested virtualisation: one hypervisor runs as a VM inside another hypervisor. It is useful for lab
topology and cluster membership, but performance and failure behaviour are not equal to physical
hosts.

The most important practical difference for this specialisation is planned migration versus crash
failover:

A host is healthy but needs . . . The running VM can move to another host
. Live migration . . . .
maintenance with minimalinterruption.
The VM is restarted on another host.
A host suddenly crashes HA failover There is downtime because the guest OS
must boot again.

Multi-node The cluster can be opened from another

One management Ul is unavailable . . .
management online node if quorum remains.

Only the side with enough votes can

A node is isolated from the others Quorum . .
safely continue changing cluster state.

Implementation in VMware ESXi (+ vCenter)

The ESXi side uses vCenter as the management plane. HP13 and HP15 are physical ESXi hosts, while
esxi-nested is installed as a VM on HP14 Proxmox and appears in the cluster as 10.0.10.143. This gives
vCenter three ESXi hosts to manage.

Result: The nested ESXi VM esxi-nested (10.0.10.143) running on HP14 Proxmox was added to the
VIRCL-Cluster in vCenter. The cluster then contained three ESXi hosts: HP13, HP15, and esxi-nested.
vSphere HA was enabled with host monitoring, DRS was set to Fully Automated, and shared datastores
CLOIF2-NFS and CLOIF2-iSCSI were visible to all hosts. The host icons displayed warnings due to the
nested VM's limited resources, which is expected for a lab environment. vMotion between HP13 and
HP15 was successfully demonstrated in Chapter 14. The nested node provided the third cluster
member required for quorum demonstration.
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Implementation in Proxmox VE

The Proxmox side uses cluster vircl-team4. HP14 and HP16 are physical Proxmox hosts, while pve-
nested is installed as a VM on HP13 ESXi. Corosync handles cluster membership and quorum.

Outcome: Section 14 proved online migration of vv 111 from HP14 to HP16 after its disk and ISO were
both moved to shared CLOIF2 NFS storage. The specialisation added the third Proxmox node so the
final cluster had three votes. The nested node was treated as a witness/lightweight node because the
lab evidence showed it was useful for quorum but not suitable as a production workload target.

The extended showcase adds an HA placement design:

e HAgroup physical-hosts-only contains HP14 and HP16.

e pve-nested is excluded from real workload placement.

e Asmalldisposable Linux VM was used as the HA resource candidate on shared storage.

e Planned migration was demonstrated through the completed HP14-to-HP16 migration result.

e HA failover was validated by intentionally powering off the pve-nested node to confirm that the
cluster detected the outage and restarted the protected VM on one of the remaining available hosts.

Do's and Don'ts

e Three nodes were used when explaining quorum.

o Nested nodes were kept lightweight because their performance and storage access were limited.

o Network reachability was verified before joining nodes to the cluster.

e Shared storage was verified before claiming migration or HA support.

e The nested virtualisation settings were captured, not only the final cluster view.

e Planned migration was separated from unplanned HA restart in the explanation.

e HA groups kept real workloads on physical hosts.

e Limitations were stated directly where HA or DRS could not be tested under production conditions.

e ESXi-to-Proxmox live migration was not claimed. Cross-hypervisor movement was treated as
export/import or conversion, not vMotion/online migration.

e Zero-downtime crash failover was not claimed. Normal HA restarted the VM and did not preserve
RAM state.

e HAfailover was tested in a controlled manner outside the live presentation by intentionally shutting
down pve-nested and verifying that the protected VM restarted on an available host.

e |mportant workloads were not placed on nested hosts.

e Local-only storage restrictions in Proxmox were handled before migration and HA claims were
made.

e Thetwo-node cluster was not treated as equivalent to a proper quorum design.

e |nproduction, a dedicated and separated IP/network interface is recommended for cluster
communication (Corosync heartbeat / vCenter management network) so that cluster traffic is
isolated from VM and general management traffic. In this lab environment, no additional interfaces
were available, so all traffic shared the same interface — this was a hardware constraint, not a
design choice.
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Implementation walkthrough screenshots

System Disks CPU Memory Meiwork | Confirm

Value

ovmf

]
cpu host flags=+nested-virt
efidiskl vmdata:1,efitype=4m
ide2 local:iso/VMware-VMvisor-Installer-8.0U2b-23305546 x86_64.iso,media=cdrom
machine q35
memaory 16384
name esxi-nested-1
netl e1000e, bridge=vmbr0
nodename hp14
numa 0
ostype other
scsil vmdata:80
scsihw pvscsi

sockets 1

Figure 122 - Nested ESXi VM running on HP14 Proxmox for the ESXi cluster design.

— vSphere Client @]

A

< .
[th VIRCL-Cluster i ACTIONS
[D] E @ Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates
- [G 10.0.10.132
~ [l VIRCL-DC vSphere HA
M (1] VIRCL-Cluster

# 1001031 Protected
- cPU
' 10.0.10.143 @
® 10.0.10.151 Memory
G proxmox-nested 0% 50% 100%
& ubuntu-hp15-01 CPU reserved for tailover: 459
& vCSA-hpi3
_ Memory reserved for failover: 45
 vm-from-template-01
@ winl0-hp13-01 Proactive HA: Disabled
@ winl0-hp13-01-ck abled
L P clane Host Monitoring: Enabled
(® winl0-hp13-0l-clone-c..

VM Monitoring:

Cluster Details

Figure 123 - vCenter cluster view showing the three ESXi hosts.
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VIRCL-Cluster
o &8 8 € Summary  Monitor

% 10.000132 Services v | vSphere HA is Turned ON
« [ VIRCL-DC

Hosts  VMs  Datastores

Runtime information for vSphers HA is reported under VS

Proactive HA is Turned OFF

10,010,131 N X
% 10010143 Failure conditions and responses
3 10010151 Faiture Response Detais

& proxmax-nested

& ubuntu-hp15-01

& vesa-hpia

@ vm-from-template-01
B win10-hp13-01

) win10-hp!3-Ol-clone
1 win10-hp13-Ol-clone-ch09-restare VO Fi

Host

Licensing v
Failover capacity is defined by reserving a percentage of the cluster resources.
Reserved fallover CPU capacity: 45%

Reserved falover Memary capacity: 45%

> Datastare for Heartbeating Expand for details

wSphere Cluster Services 3 Advanced Options Expand for advanced optans

Figure 124 - vSphere HA enabled on the ESXi cluster.

@ VIRCL-Cluster

@ Summary  Monitor  Confiy bermissions  Hosts  VMs  Datastores  Networks

o B

£ 10010132

Services v vSphere DRS is Turned ON

~ [ VIRCL-DC

10.010.131 Automation Level uty Automated
10.0.10.143 Clo e - DRS automatically places virtual machines onto hosts at VM power-on, and virtual machines are automatically
10.010.151 migrated fram one host to another to optimize resource utilization

Proxmax-negted Migration Threshola Apply priority 1, priority 2. and priority 3 recommendations.
ubuntnpIS-01 DRS provides recommendations when workloads are madarately Imbaianced, This theeshold i suagested for

VCSA-hp3

enviranments with stabie werkioads. (Default)
B vm-from-template-01

Predictive DRS Precictive DRS s disabled. vCenter wil not respond to forecasted metrics from Viware Aria Operations
P winl0-hp13-01
win10-hg13-01-clone Virtual Machine Automation xihicual virtual machine autcmation levals enabied
@ win10-hp13-O1-clone-chC9-restare
> Additional Options Expand for policies
> Power Management ot
v 2 Agvanced Options Expand for advanced options

uled Tasks

wSphere Cluster Services

Figure 125 - vSphere DRS configured in fully automated mode.

VIRCL-Cluster
B 8 @ Summary  Monitor
« Bl VIRCLDC

10.010.131

[ 10.010.143
} 10010151 (8]

figure  Permissions  Mosts  VMs  Datastores  Networks L

Status Type Datastore Custer Capacity Eree

i proxmox-nested [w]

& vm-from-template-01 [m]

& Wini0-hp13-01 O

G wint0-hp13-0t-clone
1 Wint0-hp13-01-clone-ch09-restore

Figure 126 - Shared datastores visible in the ESXi cluster.
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Summary

Please confirm the displayed information. Once you press the Install button, the installer will
begin to partition your drive(s) and extract the required files.

Filesystem: ext4

Disk(s): /dev/sda

Country: Luxembourg
Timezone: Europe/Luxembourg
Keymap: fr-ch

Email: girotto2005@gmail.com
Management Interface: nicO

Hostname: pve-nested

IP CIDR: 10.0.10.133/16
Gateway: 10.0.0.1

DNS: 10.0.0.62

Figure 127 - Nested Proxmox installer summary with hostname, IP address, gateway, and DNS settings.

-85 Datacenter (vircl-team4)
[ hpl4

100 (tiny-finwewm-01)
101 {lubuntu-vm-01)
102 {lubuntu-vm-01-clone)
112 (lubuntu-vm-01-clone)

Lol 120 (esxi-nested-1)

[ 110 (lubuntu-template-source)

g82 localnetwork (hp14)

£ cloif2-proxmox-iscsi (hp14)

£ [ | cloif2-proxmox-iscsidvm (hp14)

£ [ cloif2-proxmox-nfs (hp14)
£ i/ local (hp14)
£ [Jlocalivm (hp14)
£ | vmdata (hp14)
B hp16
> pve-nested

Figure 128 - Proxmox Datacenter tree showing HP14, HP16, and pve-nested in cluster " vircl-team4™.
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Virtual Machine 100 (tiny-inux-vm-01) on node "hp14'

& Summary Add - Remove Edit
»_ Console

J Hardware
& Cloud-nit

Memory 2.00 GiB

Processors 2 (1 sockets, 2 cores) [x86-64-v2-AES]

BIOS Default (SeaBIOS)

Display Default

Machine Default (i440%c)

SCSI Coniroller VirtlO SCSl single

CD/DVD Drive (ide2) local-iso/TinyCorePure64-17 0 iso,media=cdrom,size=41M
Hard Disk (scsil) vmdata:vm-100-disk-0,iothread=1,size=32G

Network Device (netd) virtio=BC:24:11:C8:1C:35 bridge=vmbr0, firewall=1

£ Options
Task History
& Monitor

Backup

1T DEm:HRO wE j

13 Replication
D Snapshots
U Firewall

o' Permissions

Figure 129 - Proxmox " VM 100" hardware showing local disk and ISO before migration cleanup.

Source node: hp14 Target node: hpl16
Mode: Online Target storage:

Conntrack state:

Info |

Cannot migrate VM with local CD/DVD
A Migration with local disk might take long: vmdata:vm-100-disk-0 (32.00 GiB)

& Help

Figure 130 - Proxmox migration warning caused by attached local CD/DVD media.

D Type Content Path/Target

cloif2-proxmox-iscsi iSCsl Disk image ign.2026-05.vircl team4-proxmox-hp14

cloif2-proxmox-iscsi-vm LVM Disk image, Container

cloif2-proxmox-nfs NFS Disk image, 150 image Imnt/pvelcloif2-proxmox-nfs

local Directory Backup, Import, IS0 image, Container template Nvarfliblvz

local-lvm LVM-Thin Disk image, Container

vmdata LVM-Thin Disk image, Container

Figure 131 - Proxmox storage list showing CLOIF2 iSCSI, LVM, and NFS entries.
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XF!RD MO X Virtual Environment 9.2 3 [EEEEET) Comevn @ CreateCT | & moigpem
Server View © Dutaconer + nuacsors - CXITR

B Datacenter (vircHeamd)

Contont PathvTarget Bandwidth Limit

B, pee-nested o SCS Diskimago iqn 2026-05 vircl team4 proxmor-hp14

M Disk image, Container
NES Disk image, 1SO image InlpreidoiR-proxmon-ts
ocal Directory Backup, Import, 1SO image, Container template Narfibivz
locakvm LVM-Thin Disk image. Container

vmdata LVM-Thin Disk .

©) Resource Mappings
W Directory Mappings
@ Custom CPU models.

0 Notications

Figure 132 - Proxmox cluster storage view showing shared NFS enabled across nodes.

Source node: hp14 Target node: hp16
Mode: Online Target storage:

Conntrack state:

Info |
A Migration with local disk might take long: vmdata:vm-100-disk-0 (32.00 GiB)

| Migrate

Figure 133 - Proxmox online migration dialog after local CD/DVD media was removed.

SE— [y o © Crsncr [ e -
D pe— =l o oo |

% CRs Setngs

standby (CRM walchdog standby)

Max Reloc..  Falback

F Pam
U VNet Firewall

A Fabrics
W Route Maps.

Lists

Figure 134 - Proxmox HA page showing quorum OK before adding the HA resource.
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Failback:

Max. Restart: Auto-Rebalan

Max. Relocate: Request State:

B Datacenter (virchteamd)
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3 100 (sny-Sinusx-vm-01)
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» Poois

[ 110 (ubonto-ompia 0 Afieity Rukes —
£33 110 bk dssapion ) o F master  hp14 (active, Wed Jun 10 10:53:23 2026)
5 locainetwork (hp14

&5 localnetwork (hp14) ¥ Fonclag =S hp14 (active, waichdog active, Wed Jun 10 1053-16 2026)
i hp16 (e, watchdog standby, Wed Jun 10 10:53:21 2026)

8] doizpromas
B3 Zoes - pre-nested (active, watchdog active, Wed Jun 10 10.53

&0 doi2 proxmorc
8 it 1ocal (hp1. & VNets
© Options

B o F PAM Asd
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xls (hp16)
¥ Route Maps

(pwo-nested)
xnfs (pre-nested)
L Metric Server
[ Resource Mappings
W Directory Mappings
@ Custom CPU models

Figure 136 - Proxmox HA status showing * VM 100" as a started HA resource.

X PRD MD Virtual Environment 9.2.3

P @ patacenter
= Datacenter (virch-team4) a
[ hpt4 & Users
S 100 (tiny-linux-vm-01) & APl Tokens
101 (lubuntu-vm-01) o e
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hp16 (idle, watchdog standby, Wed Jun 10 11:01:52 2026)
pve-nested (idle, watchdog standby, Wed Jun 10 11:01:49 2026)

$3 Disarm HA

@ Realms

cloif2-proxmox-iscsi (hp14)

& VNets
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£+ Options
State Name Max_ Restart Max Reloc. Auto-Rebal Description
lecalnetwork (hp16) AR
P started tinydinux-v... 1 3 true
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Figure 137 - Proxmox HA status with HP16 as active manager and “ VM 100" still protected.
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Personal conclusion

Gui

This project was useful because it forced the same virtualization ideas to be implemented in two
different ecosystems rather than only described in theory. On both platforms | worked through the full
stack —from installation and storage configuration through VM lifecycle, migration, backup, and
clustering. On the ESXi side, handling HP15 installation and VM creation through vCenter made the
difference between standalone host management and centralised vCenter management much clearer.

The biggest lesson for me was that the technical feature is often only half of the task. The other half is
documentation: screenshots, exact commands, names, paths, and explaining limitations honestly.
Several operations were straightforward once the storage and cluster state were correct, but they were
difficult to document properly if the screenshot or command output was not captured at the right
moment. | also learned that production-style virtualization depends heavily on shared storage,
consistent networking, and central management. Features like vMotion, Proxmox online migration,
templates, and backups only make sense when the underlying storage and network design is clean.

If I had to repeat the project, | would keep the same chapter-based documentation structure, but |
would update the documentation checklistimmediately after every lab block. Waiting even one week
makes it harder to remember which screenshot proves which requirement. Overall, the project gave me
a more practical understanding of how ESXi/vCenter and Proxmox solve the same administrator
problems with different tools and assumptions.

Andrea

On the ESXi side, | was responsible for HP13 and, together with Gui, for HP15. HP13 was the most
complex server to bring up: it required a full ESXi installation, the vCenter Server Appliance deployment
in two stages, and then building the VIRCL-Cluster that both HP13 and HP15 joined. The vCenter
deployment taught me how much depends on getting the foundation right before anything else works.
The PNID had to be set to the IP address rather than the hostname because Stage 2 validation runs a
DNS reverse lookup, and our lab DNS was not yet fully configured at that point. Every feature that came
later — vMotion, HA, templates, Storage vMotion — only worked once vCenter, shared storage, and the
correct network configuration were allin place at the same time.

On the Proxmox side, | installed HP16. The /24 vs /16 subnet issue had already been documented from
Gui’s HP14 install, so HP16 was the first server in the project where the network was configured
correctly on the first attempt. | also worked on the clustering specialisation, which meant installing a
third Proxmox node as a nested VM inside HP13's ESXi. That brought its own unexpected problem: the
vSwitch port group on ESXi has a "Forged Transmits" security policy that is set to Reject by default, and
that silently drops replies from the Linux bridge inside the VM. The fix is simple once you know what to
look for, but it took a full troubleshooting session to identify.

The project confirmed something | did not expect going in: the two hypervisors solve the same
administrator problems in fundamentally different ways. vCenter is a separate, centralised service that
you deploy first and then everything else registers to it. Proxmox is peer-to-peer — any node can join the
cluster and Corosync handles membership and quorum without a separate management server. Both
approaches work, but they fail in different ways and require different troubleshooting instincts. Working
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with both in the same project, on adjacent physical servers, made the contrast much clearer than any
textbook comparison would have.
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Broadcom / VMware vSphere Documentation

Broadcom TechDocs - VMware vSphere product
documentation

Broadcom Developer Portal - PowerCLI / VCF
PowerCLI

Proxmox VE Administration Guide

Proxmox VE gm manual

Proxmox VE pveum manual

Proxmox VE vzdump manual

Proxmox VE storage documentation

Microsoft Learn - Windows technical
documentation

Ubuntu official documentation

Lubuntu Manual

Debian Reference

Debian APT User's Guide

Unraid Documentation

School project brief: Project\_Server
Virtualization Systems.pdf

Course/lab material and teacher instructions
provided during VIRCL lab sessions.

Anthropic Claude Code & OpenAl Codex:
research, deployment assistance, and
document editing

116 I

https://docs.vmware.com/en/VMware-
vSphere/

https://techdocs.broadcom.com/us/en/vmw
are-cis/vsphere.html

https://developer.broadcom.com/powercli

https://pve.proxmox.com/pve-docs/pve-
admin-guide.html

https://pve.proxmox.com/pve-
docs/gm.1.html

https://pve.proxmox.com/pve-
docs/pveum.1.html

https://pve.proxmox.com/pve-
docs/vzdump.1.html

https://pve.proxmox.com/wiki/Storage

https://learn.microsoft.com/en-us/windows/

https://help.ubuntu.com/

https://manual.lubuntu.me/stable/

https://www.debian.org/doc/manuals/debia
n-reference/

https://www.debian.org/doc/manuals/apt-
guide/

https://docs.unraid.net/

N/A (internal document)

N/A (internal document)

https://www.anthropic.com/claude ,
https://openai.com/codex
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Type-1 hypervisor

VM

Guest OS

ESXi

vCenter

VCSA

Proxmox VE

Datastore

VMFS
NFS
iSCSI

LVM-thin

NAS

ISO
vCPU

NIC

Bridge

vSwitch
Snapshot
Clone

Template

OVF/OVA
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A hypervisor installed directly on server hardware, without a normal host
operating system.

Virtual machine. A software-defined computer running on a hypervisor.

The operating system installed inside a VM, such as Windows, Ubuntu, or
Lubuntu.

VMware's bare-metal hypervisor used on HP13 and HP15.

VMware's central management platform for ESXi hosts, clusters, permissions,
vMotion, HA, and DRS.

vCenter Server Appliance, the appliance-based deployment of vCenter.

Open-source virtualization platform based on Debian, KVYM/QEMU, LXC, and a
web management Ul.

A storage location used by a hypervisor to store VM files, ISO files, templates, and
backups.

VMware Virtual Machine File System, used by ESXi datastores.

Network File System, used to mount shared storage over the network.
Storage protocol that presents remote block storage over IP networking.
Linux thin-provisioned logical volume storage used by Proxmox for VM disks.

Network-attached storage. In this project, CLOIF2/Unraid provided shared
storage.

Disk image used as virtual installation media for operating systems.
Virtual CPU assigned to a VM.
Network interface card. In a VM, this is a virtual network adapter.

Avirtual network switch used by Proxmox to connect VMs to the physical
network.

VMware virtual switch used to connect VM networks and VMkernel networks.
A point-in-time VM state used to revert a VM after a test or change.

A copy of an existing VM.

Areusable golden VM image used to deploy new VMs consistently.

VM export format used mainly on the VMware side. OVA is a single-file package;
OVF is a folder/package format.
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Backup A copy of VM or hypervisor data used for recovery.

Restore The process of recreating a VM or configuration from a backup.

Live migration Moving a running VM from one host to another with minimal interruption.
vMotion VMware's live migration feature.

Storage migration Moving a VM disk from one datastore/storage target to another.

Cluster A group of hypervisor hosts managed together for migration, resource

management, and availability.

Quorum The minimum number of cluster votes needed to safely make cluster decisions.

HA High Availability. Restarts protected VMs on another host after a host failure.

DRS Distributed Resource Scheduler. VMware feature for automated workload
placement and balancing.

Corosync Cluster communication and membership layer used by Proxmox.

PowerCLI PowerShell module used to automate VMware/vCenter tasks.

am Proxmox command-line tool for managing QEMU/KVM virtual machines.

pveum Proxmox command-Lline tool for users, roles, and permissions.

vzdump Proxmox backup tool for VMs and containers.

noVNC Browser-based console used by Proxmox to access VM screens.

EFI/BIOS VM firmware modes that control how a virtual machine boots.
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